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1. O6mas xapakrepucTrka padbodeit mporpamMmbl MpohecCUuOHATBHOTO MOTYJIS

1.1. Lenp 1 nuaHupyeMble pe3yabTaThl OCBOCHUS MPOGECCHOHAIIBHOTO MOAYJIS

B pesynbraTe uzydeHus npodeccuoHaIbHOTO MOAYJS CTYJIEHT JOJIKEH OCBOMTH
OCHOBHOM BU/I NEATEIbHOCTH «DKCIUTyaTamus ABTOMAaTHU3UPOBAHHBIX
(MH(pOPMALIMOHHBIX) CUCTEM B 3alIUIIIEHHOM HCIIOJHEHHH» U COOTBETCTBYIOIIUE €My
oOmue u npodeccuoHaIbHble KOMIETEHITNH:

1.1.1. IlepedyeHnb 0OMMUX KOMIETEHIIUMA

Kon O01IMe KOMIIETEHIIUN

Breibupate  cnocoObl  pemieHHst  3a7ad  NPO(ECCHOHAIBHOW  JEesITeIbHOCTH
IPUMEHUTEIBHO K PA3JIMYHBIM KOHTEKCTAM.

Ucnons3oBath COBpeMEHHBIE CpEACTBA IIOMCKA, aHalu3a M HWHTEPIpeTaluu
OK 02. uHopmarmu, W UWHDOPMAIMOHHBIE TEXHOJOTHU JUIS BBIMOJHEHHUS 3aj1ad
npodheCCHOHANBHON AEATEILHOCTH

[InanupoBaTh U pealn30BBHIBATH COOCTBEHHOE MPO(ecCHOHANBHOE W JTUYHOCTHOE
pa3BUTHE, NPEANPUHUMATEIBCKYIO JAEATENBHOCTh B MPOQecCHOHaIbHON cdepe,
UCIIONIb30BaTh 3HAHUS MO MPABOBOM M (PUHAHCOBOW TPaMOTHOCTU B Pa3IMYHBIX
JKU3HEHHBIX CUTYaIUSIX

OK 04. Db }EeKTHBHO B3aUMOJICHCTBOBATh M pab0OTaTh B KOJUICKTHBE U KOMaHIC
OcCymIeCTBIATh YCTHYIO M TUCHbMEHHYI0 KOMMYHHUKAIUIO HA TOCYIAPCTBEHHOM SI3bIKE
OK 05. | Poccuiickoit ®denepanyu ¢ y4eToM OCOOCHHOCTEH COLMAIBHOTO U KYJbTYPHOI'O
KOHTEKCTa

[TposiBASATH TpaXkaaHCKO-NATPUOTUYECKYIO MMO3UIIMIO, IEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHUE Ha OCHOBE TPATUIIMOHHBIX POCCHUUCKUX JTYyXOBHO-HPABCTBEHHBIX
OK 06. | ueHHocrell, B TOM 4YHCIE C YYETOM TapMOHM3ALUMU MEXKHAIUOHAIbHBIX U
MEXPEJINTUO3HBIX OTHOIICHUH, MPUMEHATh CTaHAAPTHl AHTUKOPPYMIIMOHHOTO
MOBEJCHUS

ConeicTBOBaTh  COXPAHEHUIO  OKPYXKAIOMIEH  Cpefbl, pecypcocOepekeHHIo,
OK 07. | mpumeHsaTh 3HaHWs 00 W3MEHEHWH KIMMaTa, MPHUHIMIBI  OEpeKIMBOTO
MIPOU3BOACTBA, 2P (HEKTUBHO NCHCTBOBATh B YPE3BBIYAMHBIX CUTYAIIHSIX
Hcnonb3oBath cpeactBa (GpU3MUECKOW KyJIbTYphl JUISI COXPAHEHHS U YKPEIUICHUS
OK 08. 3II0pOBBbSl B Mpolecce MPOPECCHOHAIBHOW JIEATCIBHOCTH U TOAJCPKAHUS
HE00XO0IMMOT0 YPOBHS (hU3MUYECKOM MOATOTOBIEHHOCTH

[Tonp3oBaTbest MpOGECcCHOHANBHOM JOKyMEHTAIMeld Ha TOCYJAapCTBEHHOM U
WHOCTPAHHOM SI3BIKAX

OK 01.

OK 03.

OK 09.

1.1.2. Ilepedens nmpodeccuoHaTbHBIX KOMITETCHITUN

Kon [TpodeccrnonanbHbie KOMIIETEHIIUU

HpOI/ISBO)II/ITB YCTaHOBKY H HaCTpOI\/'IKy KOMITIOHCHTOB aBTOMAaTU3HWPOBAHHBIX
(uHQOpPMAIIMOHHBIX) CHCTEM B 3allUIICHHOM HCIOJHEHUH B COOTBETCTBHH C
TpeOOBAHUSIMHU IKCILTYaTAITMOHHOW TOKYMEHTAIIUH.

I[IK 1.2. | AIMUHUCTPHpPOBATb IIPOrPaMMHBIE M IPOrPAMMHO-ANIAPATHBIE KOMIIOHEHTBI
aBTOMATHU3MPOBAHHOH (MH(MOPMAIIMOHHOI) CHCTEMBI B 3aIIUIICHHOM MCIIOJTHCHUH.

K 1.1.

K 1.3. | ObecneunBaTth OecniepeOoiiHy0 pabOTy aBTOMAaTU3UPOBAHHBIX (MH(MOPMALMOHHBIX)

CHCTEM B 3alllMIICHHOM HCIHOJHCHHHM B COOTBCTCTBHH C Tpe6OBaHI/IHMI/I




3KCHHyaTaHHOHHOﬁ JOKYMCHTAllUH.

[IK 1.4.

OcCyIIecTBISTh MPOBEPKY TEXHUYECKOTO COCTOSIHHS, TEXHUYECKOE OOCITy )KMBaHHE U
TEKyIIM pPEMOHT, YCTPaHATh OTKa3bl W BOCCTAHABIMBATH PabOTOCHOCOOHOCTH
aBTOMATHU3HPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM B 3AIIUILEHHOM HCIIOJHEHUH.

1.1.3. B pe3ynbsTare ocBoeHUs TPOPECCHOHATHEHOTO MOTYJIsI O0yYarOIIUICs

JOJIDKCH:

HUMCTb

OIIBIT

YCTAaHOBKH U HaCTPOf/'IKH KOMIIOHCHTOB CHCTCM 3alllMThbI I/IH(I)OpMaLII/II/I

MIPAaKTHYECKUI aBTOMATU3MPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM;

aJIMUHUCTPUPOBAHUS  aBTOMATH3MPOBAHHBIX CHUCTEM B  3aIIMIICHHOM

WCTIOJIHEHUU, KOHMPOJISL CMAOUILHOCMU XAPAKMEPUCMUK CUCTEMbL 3aAUUMbl
ungopmayuu™;

| SKCIUTyaTanuu KOMITOHEHTOB cHCTEM 3aIIUTHI UHPOpPMALIUN

aBTOMATH3UPOBAHHBIX CHCTEM;

JTMarHOCTHKH KOMITOHEHTOB CHCTEM 3aIUTHI UHPOpPMALIUN

aBTOMATH3UPOBAHHBIX CHUCTEM, YCTPAaHEHHMs OTKAa30B M BOCCTAHOBJICHHS

paboToCTIOCOOHOCTH AaBTOMATU3WPOBAHHBIX (MH(OPMALIMOHHBIX) CHCTEM B

3aLIUIIEHHOM HCIIOJIHEHHH, KOHMPOA COOmMEemcmsusi KoHguzypayuu
cucmemvl 3auumbvl UHPOPMAYUU ee IKCHIYAMAYUOHHOU OOKYMeHmayuu ™,

i VCMAaHOBKU U HACMPOUKU onepayuonnsix cucmem cemeticme Windows u UNIX
¢ yuemom mpebosaruti no obecneuenuro UHGoOpMayuoHHou bezonacnocmu’™;

VHUUMONCEHUsT MAWUHHBIX HOCumenel uxgopmayuu, obpabamviéaemol Ha

SHAYUMBIX 00beKmax Kpumuieckou UHGOpMayuoHHou uHppacmpykmypul,
Quxcayuu Heucnpagnocmeti 8 pabome cucmemvl OE30NACHOCMU 3HAYUMbBIX
00beKmMo8 Kpumuyeckol UHGoOpMayuoHHOU UHGpacmpykmypsl™;

| o6Hapyoicenus u yempanenus owubox npu nepeodaie OaHHbLX 8 KOMIbIOMEPHbIX

cemsax*;

| pabomui ¢ npomokonamu pasuvix yposneii*.

yMETh

- OCYIIECTBJIATH  KOMIUICKTOBaHWE, KOH(MUTYpPHpPOBAaHUE,  HACTPOWKY
ABTOMATH3MPOBAHHBIX CHCTEM B 3alIMIICHHOM UCTIOJTHEHUH KOMIIOHEHT CUCTEM
3amuThl H(OPMAIIUK aBTOMATU3UPOBAHHBIX CHCTEM;

— OpraHU30BBIBaTh, KOH(MUTYPHUPOBATH, MPOU3BOANTH MOHTAX, OCYIIECTBIISTH
JMAarHOCTHKY U YCTPaHITh HEUCHPABHOCTH KOMIIBIOTEPHBIX CeTel, paboTath ¢
CETEeBBIMH MTPOTOKOJIAMH Pa3HBIX YPOBHEH;

— OCYLIECTBIATh KOH(YUTYPUPOBAHUE, HACTPOMKY KOMIOHEHT CHUCTEM 3alllUThI
nHpOPMAIINY aBTOMATH3HPOBAHHBIX CHCTEM;

— TMPOU3BOAMTH YCTAHOBKY, aJalTalMi0 ¥ CONPOBOXJEHUE TUIIOBOTO
MPOrPaMMHOTO  OOECHeueHMs, BXOMSIIETO B COCTaB CHCTEM 3allHTHI
nH(pOpMaILIUY aBTOMATU3UPOBAHHON CUCTEMBI

— HaCTpauBaTh U YCTPAHATh HEUCIIPABHOCTH MPOTPAMMHO-AIIAPATHBIX CPENICTB
3amuThl UHGHOPMALIMK B KOMIBIOTEPHBIX CETAX MO 33JaHHBIM TPaBUIIaM;

— obecrneunBath  pabOTOCHOCOOHOCTh, OOHApYyKMBaTb UM  YCTPaHATH
HEHUCIIPaBHOCTH

— obecneuusamo npoGepKy GYHKYUOHUPOBAHUS 6CIPOEHHBIX CPEOCME 3aUjUmbl
umopmayuu U ceoeepemenHoe  0OHApYJCeHUe — NPUSHAKOS — HATUYUSL
8PEOOHOCHO20 NPOSPAMMHO20 0becneueHus™,

—  YyCmawasiueamv, KOHGUISYpupoeamv U KOHMPOIUPOSAMb KOPPEKMHOCHb
HACMPOUKU  MeHCCemesblx dKPAHO8 8  COOMBEMCMBUU  C  3a0aHHbIMU




npasuiamu’®;

—  gopmyruposamv u Hacmpausamv NOAUMUKY OE30NACHOCMU OCHOBHLIX
ONepayuoHHbIX CUCmeM, a mMaKxice JOKAIbHbIX KOMNbIOMEPHBIX cemell,
NOCMPOEHHBIX HA UX OCHOBe, *

— peaucmpupoeamv coObImusl, CEA3AHHbIE C 3AWUMOL UHDOpMAYUU 6 3HAYUMBIX
00beKmax KpUMmuyeckol uHpoOpMayuorHol unppacmpykmyp*;

— UCNOTB3068AMb NPOSPAMMHBIE CPEOCMBA OISl APXUBUPOBANUS UHPOPMAyUL
NPUMEHSMb MUNOBbLE NPOSPAMMHbBLE CPEOCMBA Pe3ePEUPOSAHUSL U BOCCMAHOGLEHUS
UHpoOpMaAYUY 8 3HAUUMBIX 0ObEKMAX Kpumu4eckou ungopmayuonrou™*

3HATb

- COCTaB W MPUHIUIBI PAOOTHl ABTOMAaTU3UPOBAHHBIX CHUCTEM, ONIEPAIIMOHHBIX
CHCTEM H Cpel;
- TMPUHIHUIBI Ppa3pabOTKH AJITOPUTMOB IPOTPAaMM, OCHOBHBIX IIPUEMOB
POTPaMMHUPOBAHUS;
— wMozaenu 0a3 JaHHBIX, NOPAOOK HACMPOUKU cUcmem YnpasieHus 0azamu
OAHHBIX U CPeOCm8 INEeKMPOHHO20 OOKYMeHmoobopoma®;
- TPUHIUIBI TIOCTPOCHUS, (U3NYECKUE OCHOBBI PAOOTHI TepHudepHitHbIX
YCTPOMCTB,
- TEOPETUIECKIE OCHOBBI KOMITLIOTEPHBIX CETEH U UX allapaTHBIX KOMIIOHEHT,
CEeTEBbIX MOJIeJIeH, MTPOTOKOJIOB M MIPUHLIUIIOB aAPECAIINH;
- IOPSZIOK YCTAHOBKH M BBOJIA B 3KCILTYaTAIMIO CPEJICTB 3alIUThI HH(POPMAIHH
B KOMITBIOTEPHBIX CETSX, NOPSAOOK obecneyeHus 6e30nacHocmu ungopmayuu
npu IKCAIYAMayuu KOMNbIOMepHolX cemeni’™;
— MPHUHIUIBI OCHOBHBIX METOJIOB OPTaHU3AlMU U MPOBEACHUS TEXHUYECKOTO
00CITY)KUBAaHUSI BBIYUCIUTEIHLHOW TEXHUKH U APYTUX TEXHUYECKHX CPEICTB
nH(pOpMaTU3ALINH;
- munosvie YA36UMOCMU NPOSPAMMHO20 0Decneuenus, Memoovbl Ux
IKCHIyamayuu u Nopsiook obecneuenus 0Oe30nacHOCmU UH@opmayuu npu
IKCHIYAMayuU RPOSPAMMHO20 obecneyeHus™;
- 0COOEHHOCMU ~ UCMOYHUKO8 Y2p03, CBA3AHHbIX ¢ OIKCHIAyamayuell
npoepamMmuozo obecnevenus™®;
—  OKCNIYamayuoHHYI0 U NPOEKMHYI0 OOKYMEHMAYuio, peciamenmsl no
VHUUMOMCEHUI0  UHGOpMayuu U  MAWUHHBLIX — HOcumenell UHGOpMayuu
A8MOMaMu3UPOBAHHOU cucmemol™;
—  NPpUHYUNblL NOCMPOeHUs U @OYHKYUOHUPOBAHUS, NPUMEPbl peanu3ayuil
COBDEMEHHBIX ONEPAYUOHHBIX cucmem, *
—  npocpamMmHO-annapamuvie cpeocmea obdecnedenus UHGOPMAYUOHHOU
be3onacHocmu 6 MunosviX ONEPayUOHHbIX cucmemax, *
— aodpecayuro 8 cemsx, OP2aHU3aAYUIO MeNCCeMO8020 83aumMooelcmeaus, ™
—  Memooos, ancopummos, HpOMOKON08, UCHONb3YeMblX Ol 0becnedeHus
3auumsl UHGOpMaYUU 8 3HAUUMBIX 0OBLEKMAX KPUMUYECKOU UHDOPMAYUOHHOU
ungpacmpyxmypuot *
-Modenu  yepo3 UH@DOPMAYUOHHOU Oe30NACHOCMU, MOOenU HAPYUUmens
UHGOPMAYUOHHOU De30naACHOCU HA 00beKme UHDOpMamu3ayuu
Kpumepues — OYeHKU  3aUUWEHHOCIU  3HAYUMBIX — O0BEKMO8  KPUMUYECKOU
ungopmayuonuou*
—  OCHOBHble Smanvi paspabomKu HPOCMbIX U COCMABHLIX 3ANPOCO8 C
npumeneHuem A3vika 3anpocos SQL*
— OCHOBHblE ampuOymbl U 02PAHUYEHUsL CIOIOYO8 U MAOIUY 8 COBPEMEHHbIX
CVYB/*
- OCHOGHble acpecammuvie @YHKYuu npumensemvl 6 cogpemennvix CYBJ]
UCNONb3YEMbIX HA NPoUu3eoocmaee ™,




1.2. KonnuecTBo 4acoB, OTBOJAMMOE Ha OCBOCHHUE MPO(HEeCCUOHATBFHOTO MOTYJISI

Bcero 965 yacos, B ToM yucie B (opMe NPAKTHYECKON MOATOTOBKU 596 yacos
N3 Hux Ha ocBoeHue MJIK 665 4aca,

B TOM YHCJIE CaMOCTOsTeNbHas padoTta 23 yaca.

[Ipaktuku, B TOM yucie ydebnast 108 yacon

npousBoAcTBeHHas (1o mpoduitto cnernuanbHoctr) 180 yacos

DK3aMeH 1o MOAYJI0 12 yacos



2. CTpyKTypa U coaepkanue npophecCuoHaAIbHOTO0 MOTYJIs

2.1. CtpykTypa npodeccHoHaTBEHOTO MOIYJIS

O6beM mpodeccnoHaTbHOTO MOIYJIS, aK. Yac.

Cymm PaGota 00y4aromuxcs BO B3aUMOJICHCTBUM ¢ IIPeroaBaTeieM CamocTt
HaumeHoBaH | apHbl | OSITENBH
Ko Jist Da3 o s B < O6yuenue nmo MJIK
A pasncios " 8z 2 B [pakTHku as
KomIeTeH | mpodecchon | oobem | 2. %:é § mom uucie pabora
I anbHOTO Harpy :- E é Beero | IIpoMexyTodH | maGopaToOpHEI Kypcosbie
MOAy I 3KH, £ 82 asl aTTecTanus X U poeKThl (pabotsl) | Yuebn | [IpousBomcts
qac. | om = IPAKTHIECKH as eHHas
X 3aHATUH
1 2 3 4 5 6 7 8 9 10 11
K 1.1. Pazpea 1.
OK 01- OK]| Vcranopka u
09 HaCTpOWKa
aBTOMATH3UD
OBaHHBIX
(nHpOpMaITH 291 2901 247 12 110 - 36 - 8
OHHBIX )
CHCTEM B
3aIIUIIEHHO
M
VCIIOJIHEHUH
IIK1.2., Paznen 2.
IIK 1.3, AJMUHMCTPU
IIK 1.4 poBaHue 482 | 482 395 30 174 - 72 - 15
OK 01—
ABTOMATH3UD
OK 09
OBaHHBIX




(unopmaru
OHHBIX)
CHCTEM B
3aLUIEHHO
M
UCTIOJIHEHUU

IIK 1.2,
IIK 1.3,
IIK 1.4

OK 01—

OK 09

IIpoussoacts
CHHas
npakTuka (1o
npouITIo
CHEIHaJIbHOC
TH)

180

180

180

DK3aMeH 10
MOJTYJIIO

12

12

12

12

Bcero:

965

965

654

54

284

108

180

23




2.2. TemaTudeckuil TUIaH U coiepKaHre MpoecCHOHATBHOTO MOTYJIS

HaumenoBanue pasnenos

npohecCHOHaTBLHOTO
wosyst (TTM), Coneprxkanne ydeOHOT0 MaTepuana, } O0nem B
nabopaTOpHbIe U MPAKTUYECKUE 3aHATHS, CAMOCTOsTeNIbHAs paboTa CTYJCHTOB, KypCOBOU MPOEKT (paboTa) qacax
MEKIUCUUIUTMHAPHBIX
kypcoB (MJK) u Tem
| 2
Paznen 1 «YcTaHOBKa M HACTPOMKA ABTOMATH3MPOBAHHBIX (MHGOPMALMOHHBIX) CHCTEM B 3AIMIIIEHHOM HCIOJIHEHUMN» 291
MJIK.01.01 OnepanuoHHbIe CHCTEMbI 131
Paznen 1. DjieMeHTHI TEOPHH ONEPALIMOHHBIX cucTeM. CBOMCTBA ONepPaAlIMOHHBIX CHCTEM 44
Tema 1.1. OcHOBEI CopaepxaHue 6
TEOPHUHU ONEPALIMOHHBIX Onpenenenne onepamoHHON cuctemMbl. OCHOBHBIE TOHATHS. VIcTOpUs pa3BUTHS ONEPAIMOHHBIX cUCTEM. Bubl
CUCTEM oTepanoHHbIX cucteM. Kiaccudukanus onepalmoHHBIX CUCTEM 110 Pa3HbIM Mpu3HakaM. OnepalnoHHas CUCTEMA KaK 6
uHTepdelic Mex a1y MporpaMMHBIM U anmapaTHbIM oOecriedenreM. CructeMHbIe BhI30BBL. VccnenoBanus B obnactu
ONEPALMOHHBIX CUCTEM.
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATUI )
Tema 1.2. MamHHO- Conepxanue 16
3aBUCUMBIE M MAalIMHHO- | 3arpy3unk OC. Maunnumanu3anus anmapatHeix cpeAcTs. [Iponece 3arpysku OC.
HE3aBUCHMBIC CBOMCTBA [lepenocumocts OC. MammnHo-3aBucumele Moayinu OC. 3agaun OC 1o ynpaBieHHUIO ollepalysiMi BBO1a-BbIBOJA.
OICPAMOHHBIX CUCTEM MHorocnoitHas MOJIeJb OJCUCTEMbI BBOJA-BbIBOIa. [IpaiiBepsbl. [logaepkka onepanuii BBOJa-BbIBOJIA. 8
(0C) Pabora ¢ ¢aitnamu. @aiinosas cucrema. Bunsl aitnoBeix cuctem. @usnueckas opranuzanus (HailioBol CHCTEMBI.
Tumel daitnos. daitnoBeie oneparuy, KOHTPOJIb JOCTyNa K (aiinam.
B TOM 4mcIe MPaKTUYECKUX M JIA00PATOPHBIX 3aHITHH 8
1.ITpakTuueckoe 3anarue «Bupryanpupie Mamunbl. Co3nanue, Moaudukaiys, padota» 2
2 Ilpaktuyeckoe 3ansTre «YcranoBka OCy» 2
3.IlpakTuueckoe 3anatue «Co3nanue U u3yuyeHue CTPYKTYPhI pa3iesioB KECTKOIO JUCKA» 2
4 IlpakTdeckoe 3auaTue «Onepanun ¢ daiaaMm) 2
Tema 1.3. MoaynbHas Conepxanue 4
CTPYKTypa Dx30s71p0. Mojens kimeHT-cepBep. Pabora B pexxume nosbs3oBartelis. PaboTta B koHCOIBHOM pekume. O00I09KH 5

OINCPalIMOHHLIX CUCTCM,

OIICPAIMOHHBIX CUCTCM.




MIPOCTPAHCTBO B ToM umcie npakTUYeCcKUX U JIA0OPATOPHBIX 3aHSITHI 2
MOJIb30BATENS 1.IIpakTuueckoe 3anarue «PaboTa B KOHCOJIIBHOM U IpaHuecKOM peruMax» 2
Tema 1.4. Yopasnenue CopepxaHue 4
MaMATBIO OcHoBHoe ynpaBieHue namsateio. [lonkauka. BuptyanbHas namstsb. AIropuT™Mbl 3aMeIlieHus CTpaHull. Bornpocsl >

pa3pabOTKU CHCTEM CO CTPaHUYHOM opraHuzanuei namsata. Bompock! peanusanuu. CerMeHTanus naMsatu

B TOM umcie mpakTHYeCKuX M JJa0OPaTOPHBIX 3aHATHN 2

1.IIpakTuyeckoe 3auaTre « MOHUTOPHUHT 32 UCIIOJIH30BAHUEM MAMSITH 2
Tema 1.5. Ynpasnenue Copepxanue 8
MpOLECCaMHU, [Tonsarue npomnecca. [lonsarue nmoroka. [ToHsTHE TPHOPUTETA U OUEPEIH MTPOIIECCOB, OCOOCHHOCTH 4
MHOT'OIIPOIIECCOPHBIE MHOT'OIPOIIECCOPHBIX CUCTEM. MEXIIPOIIeCCOPHOE B3aUMOICHCTBHE
CUCTEMBbI [TonsiTre B3auMoOI0KHPOBKU. Pecypcrl, oOHapyxkeHHe B3auMoOI0KHPOBOK. M30eranne B3anMoOI0KHPOBOK.

[IpenoTBpaiiieHne B3auMOOJIOKUPOBOK

B ToM uncie npakTUYecKUX U J1a0OpaTOPHBIX 3aHATUI 4

1.ITpakTraeckoe 3aHATHE «YIPABICHUE MPOIECCAMID) 2

2.Ilpaktuyeckoe 3anstue «HabmoaeHne 3a HCIOIb30BAHUEM PECYPCOB CUCTEMBD» 2
Tema 1.6. Bupryanuzanus | Cogepxanue 6
U o0nauHble TEXHONOIUU | TpeboBaHusl, MPUMEHsIEMbIC K BUpTyanu3anun. [ unepBu3opsl. TexHOIOrHH 3 GEKTUBHOM BUPTYaTU3AIHH.

Bupryanuzanus namsatu. Buptyanusaius BBoJa-BbiBoIa. BupTyasibHbie ycTporicTBa. Bonpock! JIMIIEH3UpOBaHUS 4

Oo6maunble TexHOJI0ruu. MccaenoBanus B 001aCTH BUPTYaJIU3al[ii M 00JIaKOB

B ToM uncie npakTHYecKuX U J1a00paTOPHBIX 3aHATUI 2

1.IIpaktuyeckoe 3anstue «/3yuenne npuMepoB BUpTyaabHbIX MamiuH (VMware, VBox)» 2
Paznea 2. be3onacHOCTh ONEePAlMOHHBIX CHCTEM 10
Tema 2.1. [IpuHIHIIEL Copnepxanue 10
MOCTPOEHUS 3aLIUTHI [Tonsatue 6e3onacuoctu OC. Kiaccudukanus yrpo3 OC. Mctounuku yrpo3 uHGOpPMAIMOHHONW 0€3011aCHOCTH U 4
uH(pOpMaIu B 00BeKTHI Bo3nelcTBus. [lopsaok obecrnieueHus 6e30macHoCTH HHPOPMAIIUHU TPU IKCIUTYaTaI[UH ONEPAIMOHHBIX
onepanMoHHbIX cucreMax | cuctem. lltaTtaeie cpeacta OC mist 3amuThl HHGOPMAIIIH.

B TOM umcie mpakTHYeCKuX U JJa0OpaTOPHBIX 3aHATHN 6

1.ITpakTrueckoe 3aHsATHE «YpaBICHNE YISTHBIMHU 3aIIMCSIMU TTOJIb30BaTEICH U JOCTYIIOM K pecypcam» 2

2.IIpakTHaeckoe 3aHATHE «AYJIUT COOBITUI CHCTEMBI 2

3.IIpakTudeckoe 3ansTHe «VI3yueHune MTaTHBIX CPEJCTB 3aIUTH HH)OPMAIIMK B ONIEPAIIMOHHBIX CUCTEMAX) 2
Paznen 3. Oco0eHHOCTH Pab0Thl B COBPEMEHHBIX ONEPAIMOHHBIX CHCTEMAX 26
Tema 3.1. OneparnmonHbie | Conepxanne 10




cuctembl UNIX, Linux,

00630p cuctems! Linux. IIporeccst B cucteme Linux. Ympasnenue namsaTeio B Linux. BBog-BeiBoj B cucteme Linux.

MacOS u Android ®aiinopas cuctema UNIX. 6
OneparnonHbie cucteMbl cemerictBa Mac OS: 0cOOEHHOCTH, IPESUMYIIESCTBA M HEJOCTATKH.
Apxurekrypa Android. [Tpunokenus Android
B ToM uucie npakTHUeCKuX U 1a0OpaTOPHBIX 3aHATUN 4
1.IIpakTrueckoe 3anstue «Cosnanue quctpudytuBa Linux. YcTraHOBKaY 2
2.IIpaktrueckoe 3ansatue «Padora B OC Linux» 2
Tema 3.2. Oneparnmonnas | CopeprkaHue 4
cuctema Windows Crpykrypa cuctemsl. [Iponeccsl u motoku B Windows. Ynpasnenue namsateio. BBoa-BeiBog B Windows. 2
B TOM umcie mpakTHYeCKuX M J1a00paTOPHBIX 3aHATUN 2
1.IIpakTnueckoe 3aHsATHE «YCTaHOBKA M NepBUYHAs HACTpoiika Windowsy. 2
Tema 3.3. Poccutickas ConepkaHue 6
ONepayuoHHas cucmemd Cmpyxkmypa cucmemvt Anom 8 CII. Uumepgetic OC Anom 8 CII. Anom Pabouas cmanyus. Arom Cepsep. 4
Anem* B ToM umce npakTHYeCKUX U Ja00PATOPHBIX 3aHATHH 2
1.ITpakTrueckoe 3ausatue «Paboma 6 onepayuonnou cucmeme Anom Obpazosarnuey. 2
Tema 3.4. CepBepHble Coneprxanue 6
onepanuoHHbie cucteMsl | OcHoBHOe HazHadeHHe cepBepHbIX OC. Ocobennoctu cepBepHbix OC. PacnipenencHnble GaillIOBbIC CHCTEMBI. 2
B TOM umcIe MpakTHYECKUX M J1JA0OPATOPHBIX 3aHIATHHA 4
1.ITpaktraeckoe 3ausatue «Pabota ¢ ceTeBoM (halijoBO CHCTEMOMY. 2
2.IIpakTuyeckoe 3anarue «Pabdota ¢ cepBeproit OCy» (Hanpumep, AltLinux) 2
Pa3nen 4. 3auguma 6 onepauuonnvlx cucmemax * 35
Tema 4.1. Vnpaenenue Conepxanue 8
00CMYNnom 8 3auutyyeHHoU
onepayuonnoii cucmene OcHogHbie N00X00bl K NOCMPOEHUIO 3AWULEHHBIX Onepayuonnbix cucmem. Cmanoapmul Oe30nacHocmu ]
onepayuonuvix cucmem. Tunogvle Mooenu ynpasieHus 00Cmynos. Ynpasierue 00Cmynom.
B TOM umcie mpakTHYeCKuX U JJa0OpaTOPHBIX 3aHATHN -
Tema 4.2. CopaepxaHue 10
Aymenmuguxayus u Aymenmuguxayus 6 onepayuonnwvix cucmemax. Cucmemvt 0OHaApyIHCeHUsE BMOPAHCEHUU. AYOum 6 onepayuoHHbIX 6
ayoum 8 onepayuoOHHbIX cucmemax. Mucmpymenmanvhvie cpedcmsa nposedenus ayouma ungopmayuonnou bezonacnocmu ¢ OC
cucmemax B TOM umcie mpakTHYECKUX M J1JA00PATOPHBIX 3aHATHHA 4
1.Ilpaktuueckoe 3anarue  «Ayoum ¢ OC Windowsy 2
2.IIpakTuueckoe 3auatue «Ayoum ¢ OC Linuxy 2
Tema 4.3. Onepauuonnas | Conepxkanue 14




cucmema ocob6020
nasnavenus Astra Linux.

Apxumexmypa, nasnauenue, oonacmu npumeneruss OCCH. Ocrosbl nonv3o8amensbckot pabomol u
aomunucmpuposarus OCCH. Manoamnas moodens ynpasnenus 0ocmynom u ungopmayuonuvimu nomoxamu ¢ OC

cemeticmea Linux. Yposnu manoamnozo ynpasieHus yeiocmHocmsio. Yposenb MaHoamuo2o ynpasieHus 00Cmynom. 6
Ynpasnenue 6ezonacnocmoio 6 OCCH Astra Linux. Aymenmuchuxayus u ayoum 6 OCCH Astra Linux.
B TOM 4mcle MPaKTUYECKUX M JJAa0OPATOPHBIX 3aHATHH 8
1.Ilpaktrueckoe 3ansatue «Ycemanosxka OCCH Astra Linux. Paboma ¢ OCCH Astra Linux 6 epaguueckom pexcumey
2.IlpakTrdeckoe 3aHiITHE «Apxusuposanue u cocamue gaiinos. bazosvle KOHCOIbHBIE KOMAHObL 2
AOMUHUCTMPUPOBAHUSD) 2
3.Ilpaktraeckoe 3ausatue «Ynpasnenue npoyeccamu 6 OCCH Astra Linuxy 2
4. IlpakTueckoe 3aHATUE «Ynpasnenue nonvzosamensamu Astra Linuxy 2
Tema 4.4. bezonacnocms | Conepkanue 3
ONepayuoOHHbIX CUCEM bezonacnocmo onepayuonnvix cucmem moounbHuIx ycmpoiicms. OmeuecmeenHvle MOOUIbHbIE ONEPaAYUOHHbIE 3
MOOUNBHBIX YCMPOUCME cucmemol
B TOM umcle MpaKTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH -
[IpumepHas TeMaTHKa BHEAYIUTOPHOM CAMOCTOSITEILHON pabOThI
1. Coznianue BUPTyaJIbHOM MAILIMHBI.
2. YcTaHOBKa ONEPAlMOHHOW CUCTEMBI. 4
3. Ananu3 xxypHana ayaura OC Ha pabouem MecTe.
4. VI3ydeHne aHATUTUYECKHX 0030pOB B 00JIACTH MOCTPOCHHUSI CHCTEM 0€30IMacHOCTH ONIEPAIIMOHHBIX CHCTEM.
IIpomeskyTouHas arTectanus B popme s3x3amena mo MJIK.01.01 12
MJIK.01.02 ba3bl JaHHBIX 124
Pa3znen 1. OcHOBBI Teopuu 623 JaHHBIX 10
Tema 1.1. OcHOBHBIE Coaep:kanne 2
MOHATHUS Teopuu 0a3 [Tonsatue Ga3wpl maHHbIX. KoMMOHEHTHI cucTeMbl 0a3 JaHHBIX: JaHHBIC, ammapaTHOe oOecreueHue, MPOorpaMMHOE
JNaHHbIX. Monenu naHHelX | oOecrieueHue, Tmosb3oBaTend. (OJHOIONB30BATEILCKHE M MHOTOMOJIB30BATEIbCKUE CHUCTEMbI 0a3  JIaHHBIX.
HuterpupoBannasie u obOmue nanueie. OOBEKTHI, CBOWCTBA, OTHOIIEHUS. [[eHTpann3oBaHHOE yIpaBieHUE TaHHBIMHU,
OCHOBHBIEC TPEOOBAHUSI. )

Mopenu nanubix. Mepapxuueckue, ceTeBble U PENIAIIMOHHBIE MOJICIIM OpraHu3aiuy HaHHbIX. [locTpensinonnabie
MOJIEIN JAHHBIX.

Tepmunomorus pensnoHHbIX Mozenen. Kimaccudukanus cynaocteit. /[senannars npasun Kogna nms onpeneneHus
KOHIECNIUN PEIISIIMOHHON MOJIEIIH.

B ToM uncie npakTu4yeckux U J1abopaTOPHBIX 3aHSATHI




Tema 1.2. OcHOBEI Coaepkanue 4
PENSAIMOHHON anreOphl OCHOBBI peNsAUOHHON anreOpsl. TpaauinoHHBIC Onepauy Haj OTHOIIeHUAMU. CrieaibHbIe OTICPAIlMK HaJl )
oTHoleHussMH. Onepaliuy HaJl OTHOUICHUSIMU JTIONOJIHEHHBIE JIelToM.
B TOM umciIe MpakTHYECKUX M JJA00PATOPHBIX 3aHATHHA )
1.IlpakTuyeckoe 3anarue «Onepaiuy Hajl OTHOIIICHUSIMU
Tema 1.3. ba3zoBbie CopepxaHue 2
MIOHATHUSA U bazosbie noustuss CYB/I. OcuoBuble pynkuuu, peanuszyemsie B CYBJl. OcHoBHble komnoHeHTs! CYB]] 1 nx
KJaccu(uKanus cucTeM B3aumoeiicteue. Murepderic CYB/I. SAzbikosbie cpencta CYB/I. Knaccudpukanus CYB/]. CpaBHuTenbHast 2
yIpaBJeHus1 6azaMu xapakrepuctuka CYB/I. 3uakomctBo ¢ CYB/I (10 BEIOODY)
JaHHBIX B TOM umcle MpakKTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH -
Tema 1.4. CopepxaHue 2
[enocTtHOCTh NaHHbIX Kak | [ToHSATHE METOCTHOCTH U HEMPOTUBOPEYMBOCTU JAHHBIX. [IprMephl HapyIIIEHHS ETOCTHOCTH U HEMPOTUBOPEINBOCTH )
KIJIFOUYEBOE MOHATHE 0a3 naHHbIX. [IpaBuia u orpaHUYCHHS.
JAaHHBIX B ToM umcie MpakTHIECKUX U JIA0OpAaTOPHBIX 3aHATHH -
Paznea 2. [IpoekTupoBanme 6a3 JaHHbIX 50
Tema 2.1. ConepxaHue 4
Nudopmanmonnsie Tunbl HHGOPMALIMOHHBIX MOJienei. Jlornueckue Mojieaun JaHHbIX. DU3NYECKUe MOJICIH JIAHHBIX. 2
MOZEJIH PEIALMOHHBIX B TOM umcie mpakTHYeCKuX U JJa0OpaTOPHBIX 3aHATHN 2
0a3 JaHHbIX 1.IIpakTudeckoe 3anatue «IIpoekTupoBaHue HHGOJIOTHYCCKON MOJICTN JAHHBIX)
Tema 2.2. Hopmanuzanusa | CogepkaHue 8
Ta0JIUIL PENSIUOHHON Heo6xomumocTs HOpManu3amuu. AHOMAaUW BCTaBKH, yajaeHus u oOHoBieHus. [IpuBenenre TabnuIibpl K mepBou,
0a3bl TaHHBIX. BTOPOI1 U TpeThell HopMaIbHBIM (hopMaM. JlanbHeilmas HopManu3aus Tadnui. YeTBepras v nsTas HOpMallbHbIE 2
IIpoextupoBanue cBa3eil | dopmbl. [IpuMeHeHHe mporecca HOpMaIn3alkH.
MeX Iy TaOlILaMu. B TOM uncie MpakTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH 6
1.IIpakTudeckoe 3anaTue «IIpoekTupoBaHne CTPYKTYPHI 0a3bl JAHHBIX 2
2 IlpakTuueckoe 3ausarue « Hopmanuzayus persyuonnou B/], oceoenue npunyunos npoexmuposanusi bB/{» * 2
3.IIpaktrueckoe 3ausatue «lIpeobpazosanue persuuonnoii b/ 6 cywnocmu u ceazuy * 2
Tema 2.3. CpexncrBa CopepxaHnue 4
aBTOMATHU3AIUA CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts. ['padudeckoe
MIPOCKTUPOBAHUS npejacTaBieHne Mojeneil npoekrupoBanus. UML. JluarpamMma cyniHoCTb-CBSI3b, TUarpaMma noTOKOB JaHHBIX, 2
JlyarpaMma npereaeHTOB UCI0JIb30BAHMSL.
B ToM uucie nmpakTHYeCKuX U Ja00OpaTOPHBIX 3aHATUN 2




1.IIpaktuueckoe 3auste «IIpoektupoBanue 6a3bl JaHHBIX ¢ Ucnionb3oBanueM CASE-cpencTsy»

Tema 2.4 Hepenayuonnvie | ConepxaHue 34
Oa3zvl OaHHbIX *
Bseoenue 6 nepenayuonnvle 6a3vl OanHbIX. H3yuenue 0CHO8 HEPeNAYUOHHBIX O3 OAHHBIX. OMIUYUSL OM PENAYUOHHDIX, )
MUnsl U NPUMEHEeHUe
U3zyuenue 00KyMeHMOOPUEHMUPOBAHHBIX OA3 OAHHBIX. NPUHYUNDL, CIPYKIMYPA OAHHBIX o)
IIpoexmupoeanue cxemvl OGHHBIX 0151 OOKYMEHMOOPUEHMUPOBAHHBIX 0A3 OAHHBIX. MOOEIUPOBAHUE OAHHBIX o)
Uzyuenue 6az 0anublx muna Kuo4-3naderue. NPUHYUnsl, CMpyKmypa OaHHbIX o)
IIpoexmuposanue cxemvl OaHHBIX 0151 6A3 OAHHBIX MUNA KIIOY-3HAYEHUE: OP2AHU3AYUs KtoYell o)
Uszyuenue epaghosvix 6a3z OanHbIX.: NPUHYUNBL, CMPYKMYpa epagha o)
Ilpoexmuposanue cxemvl OaHHbIX 0151 2PAPOBLIX OA3 OAHHBIX. MOOETUPOBAHUE V3108 U C8A3el o)
U3zyuenue koIOHOUHBIX 6A3 OAHHBIX. NPUHYUNDBL, CIPYKIMYPA OAHHbIX o)
IIpoexmupoeanue cxemvl OGHHBIX 0151 KOTOHOUYHBIX OA3 OAHHBIX. MOOENUPOsanue madauy o)
H3yuenue cubpudnvix 6a3 OGHHBIX. NPUHYUNDBL, KOMOUHAYUSL MUNOG, NPUMEPbL NPUMEHEHUS 1
Cpasnenue munog u Kpumepuu b100pa. NpouU3800UMeNIbHOCHb, CYeHapuu npumerenus. M3yuenue cogpemenHbix 1
MpPeHo08 8 HepeNAYUOHHBIX 0A3aX OAHHBIX U UX NEPCNEKMUE
B TOoM uucnie npakTH4ecKuX U 1a00paTOPHBIX 3aHATUN 14
1.IIpakTHueckoe 3aHATHE «/[OKYMEeHMOOpUeHmuposantsvie 6a3bly» 4
2 IlpaxkTuueckoe 3aHATUE «ba3bl OaHHbIX MUNA K104-3Ha4eHue) 4
3.IlpakTudeckoe 3ausatue «I pagosvle bazvl OanHbIX» 4
4. Ilpaktrueckoe 3ausiTHe «Kononounvie 6azvl OaHHbBIX» o)
Pa3gen 3. Opranmn3anus 6a3 JaHHBIX 10
Tema 3.1. Co3nanue 6a3er | Cogeprkanue 4
aHHBIX. Coznanue 6a3bl 1aHHBIX. PaboTa ¢ TabiuiamMu: co3aanue TabauIbl, U3AMEHEHUE CTPYKTYPBI, HATIOJTHEHHE TAOIUIIBI
ManunyaupoBaHue JAHHBIMH. Y TIpaBJICHUE 3aMUCSIMU: T00aBJICHUE, peIaKTUPOBaHKE, YIalleHHe U HaBuranus. Pabota ¢ 6a30ii JaHHBIX: )
JTAaHHBIMHU. BOCCTaHOBIIEHHUE U cxaTre. OTKpbITHE U MoaudUKanvs JaHHBIX. KoMaHabl XpaHeHus, 100aBIeHUS, peAaKTUPOBAHUS,

YAAJICHUA M BOCCTAHOBJICHHUA JaHHBIX. Hapuramus mmo Ha6opy JaHHBbIX.




B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 2
1.IIpakTraeckoe 3anstue «Cosnanue 6a3pl gaHHbIX cpeactBamu CYB/I. Pabota ¢ Tabnunamu: nobasieHue, )
pEeAaKTUPOBAHUE, YJAJICHUE, HABUTAIMS IO 3aITUCSIM.
Tema 3.2. Unaekcel. CopepxxaHue 6
Cs3u Mexy Tabnunamu. | ITocinemoBaTenbHbIN MOUCK JaHHBIX. COpTHPOBKA M (GUIIbTpAIMS JaHHBIX. MHAeKcHpoBaHue TabuIl. Pa3IMyHbIe THITbI )
OO0ObennHeHne TaOIHI] MHJICKCHBIX (haiyoB. Paboune obnactu u nceBgoHUMEIL. CBs3b Ta0nul. O0beUHEHHE TaOJIHIIL.
B TOM umcie nmpakTHYeCKuX U JJa00paTOPHBIX 3aHATUN 4
1.IIpakTuyeckoe 3anatue «Co3manre B3auMocBsizeld. COpTUPOBKA, TOMCK M (DUIIBTPALIMS JTAHHBIX» 4
2.IIpaktraeckoe 3ausaTne «CrocoObl 00beIMHESHHS TAOIHID)
Paznen 4. YnpasJjienue 6a30i JaHHBIX ¢ moMombio SQL 12
Tema 4.1. CopepxaHue 4
CrpyKTypHpOBaHHbBII OO01as xapakTepUCTHKa sI3bIKa CTPYKTYPUPOBaHHBIX 3anipocoB SQL. CTpyKTypsl U TUIbI 1aHHBIX. CTaHAAPTHI A3bIKA )
sI3bIK 3arpocoB SQL SQL. KoMaH/1b1 onipeie/IeHHs] IAHHBIX ¥ MAHHUITYJIUPOBAHMS JTAHHBIMH.
B ToM uucie npakTHYeCKuX M Ja0OpaTOPHBIX 3aHATUN 2
1.ITpaktuueckoe 3anarue «Co3aanue 6a3pl JaHHBIX ¢ MOMOIIbI0 Komana SQL. PegakTupoBanue, BCTaBKa U yAaleHUE )
JAHHBIX CpeACTBaMU si3bika SQLy
Tema 4.2. Oneparopsl u Conepxanue 8
Pyt ssbiica SQL Crpyxkrypa komanasl Select. Yenoue Where. OnepaTops!l 1 QyHKIIMHM IPOBEPKH yCIOBHA. JIoruueckue onepaTopsl. 2
['pynmoBsie dhyHkImn. OyHKIUN 1aThl U BpeMeHH. CHMBOJIbHBIC (DYHKITHAH.
B TOM 4mce MpaKTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH 6
1.ITpaktrueckoe 3ansiTue «Co3aaHnue U UCIOJIb30BaHUE 3aPOCOB. ['pynnupoBKa U arperupoBaHue JaHHbBIX 2
2 Ilpaktuyeckoe 3anstre «KoppenupoBaHHBIE BIOKEHHBIE 3aITPOCHI» 2
3.IIpaktrueckoe 3anstue «Co3/laHue B 3apocax BeIUUCISIEMbIX MoJiel. Mcnosib30BaHUE YCIOBUN» 2
Paznen 5. Oprannsanus pacnpeaejaéHHbIX 0a3 JaHHBIX 16
Tema 5.1. Coepkanue 4
APXUTEKTYpBI ApXUTEKTYpBI KJIMeHT/cepBep. JJOCTOMHCTBA U HEOCTATKU MOJIeTIEH apXUTEKTYPhl KITUEHT/CEPBEP U UX BIUSHUEC HA
pacnpeeseHHbIX 0a3 ¢dynkimonnpoBanue cereBbix CYB/I. IIpoekTupoBanue 6a3sl JaHHBIX MO KOHKPETHYIO apXUTEKTYPY: KIMEHT-CEpPBED,
JTAHHBIX pacnpenelieHHbIe 0a3bl JaHHBIX, ITapalieabHas 00pad0TKa JTAHHBIX. 2
OTnuuus ¥ MPEeuMyIIECTBa YAICHHBIX 0a3 JaHHBIX OT JOKAIbHBIX 0a3 HaHHBIX. [IpenMyiiecTBa, HETOCTATKU H MECTO
MPUMEHEHHUSI IBYX3BEHHON M TPEX3BEHHON apXUTEKTYPHI.
B TOM 4mcIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHMA 2

I.HpaKTI/I‘ICCKOC 3aHATUC «anaBneHne JOCTYIIOM K 0o0BeKTaM 0a3bl JaHHBIX»




Tema 5.2. CepBepHas Conepxanue 4
4acTh pacnpeiesICHHON [TnanupoBanue u pa3épreiBanue CYBJIl st paboThl ¢ KIIMEHTCKUMHU MTPUIIOKEHUSIMH 2
0a3bl JaHHBIX B TOM 4mcIe MPaKTHYECKUX M JIA0OPATOPHBIX 3aHITHMA 2
1.IIpaktueckoe 3ansitue «YcranoBka CYB/I. Hactpoiika komnonentoB CYB/]». 2
Tema 5.3. Knmuentckas Conepxxanue 8
4acTh pacnpeieICHHON [TnanupoBanue npuinoxkeHuit. Opranuzaius uaTepdeiica ¢ mojabp30BaTeieM. 3HAKOMCTBO ¢ MacTepaMu U
0a3bl TaHHBIX KOHCTPYKTOPAaMH IIPU IPOCSKTUPOBAHMH GOopM M 0TUeTOB. Tunbl MeHI0. PaboTa ¢ MEeHIO: co3aaHue, MoaudHKaIus. )
Hcnonb3oBanne 00bEKTHO-OPUEHTUPOBAHHBIX S3bIKOB IPOrPAMMUPOBAHUS IS CO3TaHMsI KIIMEHTCKOM YacTu 06a3bl
JlaHHbIX. TeXHOJ0ruy 10CTymna.
OnrumMm3als npou3BoauTebHOCTH padoThl CYB/I.
B ToM umce npakTHYeCKUX U Ja00PATOPHBIX 3aHATHH 6
1.ITpaktuueckoe 3ausatue «Co3nanre hopM U OTIETOBY )
2.IIpaktrueckoe 3anstue «Co3nanre MeHI0. [ 'eHepalius, 3amycKk» o)
3.Ilpaktudeckoe 3anstue «lIpodmmmpoBanue 3ampocoB KIMEHTCKUX MPHIOKCHHIDY o)
Paznen 6. AMMUHUCTPUPOBaAHHE U 0€30IIACHOCTD 20
Tema 6.1. CopepxaHue 8
ObecnieueHune Yrpossl nenoctaoctu CYBJI. OcHOBHBIE BUABI ¥ PUYHHBI BOSHUKHOBEHUS YTIPO3 HEIOCTHOCTH. CrIocoObI
LIEJIOCTHOCTH, npoTtuBojercTBus. [IpaBuia, orpaHuueHHUS.
JIOCTOBEPHOCTH 1 [TonsTue xpanumoii nporneaypsl. JlocTOMHCTBA 1 HEIOCTATKU UCIIOIB30BaHUS XpaHUMBIX Tipotenyp. [lonsarue 2
HEMPOTUBOPEUUBOCTH Tpurrepa. SI3bpIk XpaHUMBIX Tpoleayp u TpurrepoB. Kackaanbie Bo3aeiicTBUA. YTIpaBleHUE TPAaH3AKIUSIMH U
JTAHHBIX. KAIIIMPOBAHUE MTAMSITH.
B TOM umcIe MpakKTUYECKUX M JJA0OPATOPHBIX 3aHIATHHA 6
1.Ilpaktraeckoe 3austue « Yemanoska SOL-cepsepay 2
2.Ilpaktuyeckoe 3austie « Monumopune pabomol cepsepay 2
3.IlpakTudeckoe 3anaTne «Pa3paboTka XpaHUMBIX TPOIETYP U TPUTTEPOBY 2
Tema 6.2. [lepexsar Copepxanue 2
HUCKJITIOYUTEIBHBIX [ToHsITHE UCKTIOYNUTENBHON CUTyaluu. MATKUI 1 )KECTKUN BBIXOJ U3 UCKIIOUHUTENBHON cuTyanuu. Mecto
CUTyalui 1 o0paboTka BO3HUKHOBEHUS UCKITIOUUTENbHOM cuTyanuu. Omnpeaenenre Xxapakrepa olmMuOKH, BbI3BaBIIEH HCKITIOUUTEIHHYIO 2
[0) 1185310} 4 CHUTYAIIHUIO.
B TOM 4mce MpaKTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH -
Tema 6.3. Mexanu3Mbl Copepxanue 4
3amuThl MHQOPMAIIUY B CpenctBa uaeHtubukanuu 1 ayreHTudukanuu. Oomme ceenenus. Opranusanus B3aumoaeiicteust CYBJ] u 6a3o0Boit 2




CUCTEMaX YIIpaBJICHUS OC. Cpenctsa ynpaieHus 10cTynnoM. OCHOBHBIE IOHATHS: CYOBEKTHI M 0OBEKTHI, TPYIIIBI OJIH30BATENEH,

0a3aMu TaHHBIX NPUBUJIETUH, POJIA U NIPEACTABICHUS. S3bIKOBBIE CPEACTBA pa3rpaHUUYEHUS JOCTyIa. BUibl npuBUiIeruii: NpuBUIEruu
6e3omacHOCTH U noctyna. KoHuenmus u peanusanus Mmexanusma poseil. COOTHOIIEHUE MpaB I0CTYTIa, ONPEaeIieMbIX
OCu CYBJL

Cpenctsa 3amuThl HHGOPMALKMK B 0a3aX JaHHBIX

B tom uncne HNPAKTHUYCCKUX U J'Ia60paTOpHLIX 3aHATHH

1.IIpakTryeckoe 3aHsATHE «YTIpaBJICHUE MTPaBaMU AOCTyMNa K 0a3aM TaHHBIX»

[\

Tema 6.4. KonupoBanue u | Cogepxanue

[IEPEHOC JaHHBIX. Co3naHune pe3epBHBIX KOTHIA BCeil 0a3bl JaHHBIX, )KypHaJla TPaH3aKIMii, a TAK)KE OHOTO MM HECKOJIBKUX (paiiiioB mim
Boccranosnenue qannbix | ¢aiiosix rpynmn. [apannenusm onepauuii MoaudUKaLuy TaHHBIX U KOMUPOBaHUs. THIIBI pe3epBHOTO KOMUPOBAHMSL.
VYpasiieHue pe3epBHbIMU KONUSIMHU. ABTOMaTHU3alMsl IPOLIECCOB KONMpoBaHusi. BoccTaHOBIEeHNE JaHHBIX

B toMm uncie HNPAKTHUYCCKUX U J'Ia60paT0pHBIX 3aHATUH

N

1.IlpakTrdeckoe 3aHsATHE «AYINUT JaHHBIX ¢ ToMONIbI0 cpeacTB CYB]I u Tpurrepony

2 IlpakTuueckoe 3aHaTHe «Pe3epBHOE KOMMPOBAHUE U BOCCTAHOBJICHUE 0a3 JaHHBIX)

NN

[IpumepHas TeMaTHKa BHEAY TUTOPHOM CaMOCTOSATENbHOM padoThl ipu n3ydennn MJIK.01.02

BrimonHenne nHIUBUyanbHOTO 3a1aHus o Teme «IIpoekTupoBanue HH(POIOrHIeCKON MOIeH 0a3bl TaHHBIX).

Brinonnenne MHAMBUAYAIBHOTO 3a/1aHus 110 TeMe «HopManuzanus OTHOIIEHUI.

BrinmonHenne nHIUBUyanbHOTO 3a1anus o teme «Co3nanue 6a3nl qanabiX. Coznanue tTadnui. Opranu3anus MeKTa0IHUHBIX CBA3CIDY
BrinonHenne MHAMBUAYAIBHOTO 3a/1aHus 110 TeMe «Opranu3anus 3armpocoBy.

Brinonnenue nHANBUAYANBHOTO 3a1aHus 10 TeMe «Co3/laHne Moib30BaTEIbCKOro Mpuioxkenus cpeactsamMu CYB/».

IIpomeskyTouHasi artectauus B popme quddepenuupoBannoro 3auera no MJIK.01.02

Y4yeOHasi npakTuKa pasaenaa 1 MmoxyJas

Buner pabot

. YcTaHOBKa MporpaMMHOTro 00ecredeH sl B COOTBETCTBUU C TEXHUYECKOM TOKYMEHTalueH.

. HacTpoiika mapameTpoB paboThl IPOrpaMMHOTO 00ECTICUeHUs!, BKITFOYasi CHCTEMBI YIIPaBIIeHUsI 0a3aMU TAHHBIX.
. HacTpoiika KOMIIOHEHTOB MOJCUCTEM 3aIUTHl UH(OOPMALIUY OTIEPAIIUOHHBIX CUCTEM.

. YIIpaBieHue yUYE€THBIMU 3aMHUCSIMU TI0JIb30BATEIICH.

. Pabota B onepanmoHHbIX CUCTEMAaX ¢ COOIOICHHEM AeMCTBYIOIUX TpeOOBaHUil 1O 3a1uTe HH(OPMAaLIUK.

. YcTaHoBKa OOHOBIICHUS MPOTPAMMHOT0 00ECIICYCHHUS.

. KoHTposb 11e10cTHOCTD MOACHCTEM 3alIUThl HHPOPMAIIUHU ONIEPALIMOHHBIX CHCTEM.

. BermonHeHne pe3epBHOr0 KOMMUPOBAHUS U aBAPUITHOTO BOCCTAHOBJICHHS pA0OTOCITIOCOOHOCTH OTIEPAIIMOHHON CHCTEMBI B 0a3bl IAHHBIX
. Mcnionib30BaHMe MpOrpaMMHBIX CPEJICTB JJIsi apXUBUPOBAHUS HH(OPMALIUH.

O 00 1N DN K~ WK =

36




Pa3znen 2 «KAIMHHHCTPHMPOBAHHE ABTOMATH3HPOBAHHBIX (MH(POPMANMOHHBIX) CHCTEM B 3aIMINEHHOM MCIIOJTHEHUMN

482

MJIK.01.03 CeTH u cucremMbl niepeaayu nHGopmManumu 72
Pa3nen 1. Teopusi TeJIeKOMMYHHMKAIIMOHHBIX CETeH 20
Tema 1.1. OcHOBHEIE Conepxanue 6
TIOHSITUS U OTIPENICTICHUS

Knaccudukanusa cucrem cBszu. KonnenryanbHas mojenb nepenayn uHdopmanuu B cetd. CoOOIIEHUS! W CUTHAIBL. 6

Bunsl snextpoHHbix curHanoB. CrHeKkTpaabHOE TpeAcTaBieHHe CUTHaAIOB. [lapamerpsr curHamoB. O0bemM u

nH(bOpMaIMOHHAs! EMKOCTh curHaia. OcHo8bl HAdedHCcHOoU nepedayu OaHHblx ™

B ToMm unce npakTudyeckux U J1abopaTOPHBIX 3aHATHI
Tema 1.2. [TpuHuuns Copepxanue 4
nepegayu uHGopManuu B | HazHaueHue u npuHIUIGI opranu3anuu cereit. Knaccudukanms cereit. MHOroypoBHEBbIH m0ax01. [IpoToKoI. 4
CETAX U CUCTEMAaXx CBSI3U Hurepdeiic. Ctex mpoTokosoB. TerekoMMyHUKAITMOHHAS cpena. [Ipunyunsvt HadedxicHol nepedayu OaHHbIX

IIpomoxon mpancnopmuoeo yposusa ™

B TOM umcie mpakTHYECKUX ¥ J1a0OpaTOPHBIX 3aHATHHA -
Tema 1.3. Tunossie CopepxaHue 10
KaHaJIbl IEPeIaun U UX Kanan nmepemauu. CereBoil TpakT, IpynmoBOW KaHal mepenadu. AmmapaTypa HU(POBBIX IIE3UOXPOHHBIX CHCTEM 4
XapaKTEPUCTHKU nepeaaun. OCHOBHBIE TTApaMETPHI U XapaKTEPUCTUKU CUTHAJIOB. Y TIPOIIEHHAs CXeMa opraHu3anuu kaHaiga TU

Hanpasnarowue runuu cesaszu. KoakcuanvHolil kabenv. Bumas napa. Bonoxonno-onmuueckue nunuu céasu. Ilomexu u

npuuunsl. [lomexosvie nunuu cesazu. llpomokonst ucnpasienus ouuoox. *

B TOM umcle MpaKTUYECKUX M JJa0OPAaTOPHBIX 3aHATHH 6

1.IIpakTraeckoe 3ausTHe «PacyeT mpomyCKHON CITIOCOOHOCTH KaHajia CBS3H 2

2.IIpakTU4ecKoe 3aHIATHE «Ancopummpvl 0becneyeHus YeioCMmHOCMU OAHHBIX NpU nepeoade 8 Kanaie cesazuy * 2

3.IlpakTrdeckoe 3aHATHE « Pacuem 6010KOHHO-ONMUYECKOU TUHUU C853U» * 2
Paznen 2. CeTn nepeaayum JaHHbIX 32
Tema 2.1. Apxurektypa u | Conepxkanue 22
MIPUHITUIIBI pa0OTHI CtpykTypa ¥ xapakTepucTuku cereid. CrocoObl KOMMYTAIlMHM W Tepeadd JaHHBIX. PacmpenencHue (yHKIUH 110 6

COBPEMEHHBIX CETei
nepeladyn JaHHbIX

CHCTEMaM CETH M aJIpecallus MaKeToB.
MapmpyTusanus 1 yrpaBiIeHHE TOTOKAMH B CETSIX CBSI3H.
Knaccughuxayus cospemennvix Komnviomephvix cemetl
cemesvle mexnonoauu Ethernet*

HDOTOKOHH )4 HHTepd)eﬁCLI YIIpaBJICHUA KaHaJlaMW M CCThIO ICPCAadn JaHHBIX.

Mooenv OSI. Apxumexmypa u ¢hynkyuu™




IIpoepammmnoe u annapamuoe obecneyenue cemei nepedayi OaHHbix*

Cemesoe obopyoosanue. Kommymamopuol. Mapwpymuzamopsi. Konyenmpamopuol *

B TOM 4mcIe MPaKTHYECKUX M JIA0OPATOPHBIX 3aHITHMA 16
1.IIpakTraeckoe 3ausTue « Koduposarnue ungopmayuu 8 cemsx nepedayu OaHHuix» * 2
2 Ilpaktndeckoe 3anatue «KondbwurypupoBanue ceTeBoro naTepdeiica padodei CTaHITUN 2
3.IIpakTudeckoe 3aHATUE «Buluucnenue adpeca cemu u ysniay* 2
4 IlpakTudeckoe 3anatue «KondburypupoBanue cereBoro nHTepdeica MappyTu3aTopa mo npoTokoiry IPy» 2
5.IIpaktuueckoe 3ansatue «Koppekuus nmpodiiem naTepdeiica MapupyTuzaropa Ha GU3NIECKOM U KaHATbHOM 2
YPOBHE»
6.ITpakTudeckoe 3aHsTHe «JIMarHOCTHKA M pa3pelieHre IpoodieM CETEeBOT0 YPOBHS) 2
7 IlpakTuueckoe 3anaTue «JlMarHocTuka U paspelieHue npooaeM NPOTOKOJIOB TPAHCIIOPTHOTO YPOBHSD» 2
8.IlpakTuueckoe 3aHATHE «JlMarHOCTHKA U pa3pemieHue mpoOIeM MPOTOKOJIOB MIPUKIIATHOTO YPOBHSDY 2
Tema 2.2. bectipoBoansie | ConepkaHue 6
CUCTEMBI Tlepeaun BbecnipoBoaubie kanamnbl cBsa3u. Knaccudukanusa. becripoBognsie cetn Wi-Fi. [IpeumyiectBa u 061acTh MpUMEHEHUS. 2
JTAHHBIX OcHoOBHBIE 2JIEMEHTBI OecIPOBOIHBIX ceTeid. CTaHaapThl OecpOBOAHBIX ceTel. [IpobieMbl 6e30macHoCTH
B ToM uncie npakTU4YecKUX U JIa0OpaTOPHBIX 3aHSITHI 4
1.IIpaktudeckoe 3anarue «Hactpoiika Wi-Fi mapmpyTtuzaropar» 2
2.I1lpakTuyeckoe 3anatue «HMccnedosarnue bezonacuocmu becnposoonoil cemu WI-FIy * 2
Tema 2.3. CotoBbIe U CopepxaHue 4
CILyTHUKOBBIE CUCTEMBI [Mpuniuns! GyHKIHOHUPOBaHUS cucTeM coToBoi cBsi3u. Ctangaptel GSM u CDMA. CriyTHUKOBBIE CHCTEMBI 4
nepenadn qaHHbIX. Pagnocssase Cemu 4G/LTE*
B TOM 4mclIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHMA -
Paznen 3. CepBepHoe 000py/i0BaHMe U IPOrPAMMHOE o0ecriedeHune 15
Tewma 3.1. Cepseproe Conepxanue 4
obopyoosanue* Tunwl cepgeprozo o6opyoosanus. Hasnavenue cepgeproco 0b6opy0osanus. 4
OcHosnvie y3unvl. [uckosvie maccuswvl. RAID. Cmoeunvie cepgsepa 19"*
B ToMm umcie mpakTUYecKux U Ja00paTOPHBIX 3aHATHHA -
Tewma 3.2. Cepseproe Conepxanue 11
npocpamMmHoe Windows server. Bepcuu, coopxu, nasnauenue. Unix (Linux) server. Budwsi, ocobennocmu. 1
obecnevenue™* OcHosnoti yenmp ynpasnenus (0omen-konmpoinep). Ochognvie cpedcmea ynpaesnenus aopecamu ¢ cemu (DHCP,

DNS).
Cepseproe 110




B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 10
[IpakTuueckoe 3anatue «Passepmouléanue 0omeH-Konmpoiepa Ha baze Windows»y. 6
[Ipaktuueckoe 3ausitue «Hacmpoiika DHCP-cepsepa. Cozdanue nynos aopecos. Hacmpoiika DNS-cepsepa.
Co3z0anue 301 nepexooay. 4
[IpumepHas TemaTHka BHEAy JUTOPHON CaMOCTOSTENbHOM padoTel ipu udyuenun M/1K.01.03
1. Hactpoiika Wi-Fi mapmpytuzaropa
2. VI3y4eHne CeTeBbIX yTHIIUT 3
3. KondurypupoBanue cereBoro unrepgeiica
4. MapuipyTu3aius ¥ ynpaBJIeHUE MOTOKAMHU B CETAX CBS3HU
IMIpomeskyTounas arrectanus nmo M/IK.01.03 B ¢popme nuddepeHiupoBaHHOrO 3a4eTa 2
MJK.01.04 DkcnuyaTanus aBTOMATH3HPOBAHHBIX (MH(POPMAMOHHBIX) CHCTEM B 3aIMILEHHOM MCIIOJTHEHUH 96
Paznen 1. PazpaboTka 3auieHHbIX ABTOMATH3MPOBAHHBIX (MHGOPMALIMOHHBIX) CHCTEM 46
Tema 1.1. OcHOBEI CopepxaHue 6
MH(POPMALIMOHHBIX [Tonarue aBromMaTn3upoBanHON (MH(OPMAIIMOHHOK) cucTeMbl. OTimunTtensHbie 4epTel AVIC Hanbonee yacto
CUCTEeM KakK 00BbeKTa UCIIONIB3YEMBIX Kilaccuukaiuii: mo mMacimrady, B 3aBUCUMOCTH OT XapakTepa HH(GOPMAIMOHHBIX PECYPCOB, MO
3aIlUTBHI. TEXHOJIOTHH 00pa0OTKH JaHHBIX, IO CIIOCO0Y TOCTYIIA, B 3aBUCUMOCTH OT OPTaHHU3AI[MH CHCTEMBI, TI0 XapaKTepy
WCIOJIb30BaHus nH(popManuu, o cepe npumenenus. [Ipumepsr oonacteit npumenerus AVC. IIponeccer B AVC: 4
BBOJI, 00paboTKa, BBIBOJI, 0OpaTHas cBsi3b. TpedoBanus k AVC: riOKOCTh, HaIEKHOCTh, 3P PEKTUBHOCTS,
0€30MacHOCTb.
OcHoBHBIE 0COOCHHOCTH COBPEMEHHBIX MPOeKTOB AUC. DNeKTPOHHBIN JOKYMEHTOO0OPOT.
B ToM uncre npakTU4ecKuX U JIabopaTOPHBIX 3aHATHI 2
1.IIpakTuueckoe 3anarue «PaccMoTpeHre npuMepoB PyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX MHPOPMAIIMOHHBIX
cuctem (ETAUC, Poccuiickas ToproBas cuctemMa, aBTOMaTH3UpOBaHHAsT HHPOPMAITMOHHAS CUCTEMa KOMITAHUH )» 2
Tema 1.2. J)KuzHeHHBIH CopepxaHue 8
UK [Tonstue xuznennoro uukiaa AWC. [Iporecce xxu3HenHoro mukia AUC: ocHOBHbIE, BCIIOMOTaTENbHEIE,
aBTOMATHU3UPOBAHHBIX opranuzanonnsie. Ctagun xxu3HeHHoro ukia AUC: moaenupoBanue, ynpasieHue TpeOOBaHUSIMU, aHATIN3 U
CUCTEM IPOCKTUPOBAHKE, YCTAHOBKA U COMPOBOXKAeHUE. Moienu sku3nenHoro nukia AUC.
3amauu U ATanbl IPOSKTUPOBAHUS ABTOMATU3UPOBAHHBIX CHCTEM B 3aIIUIIICHHOM HCIOIHEHUHU. MeTo0I0TuI 6

npoektupoBanus. Opranusanus padoT, QYHKINK 3aKa34HKOB U Pa3pabOTUHKOB.

Tpe6OBaHI/I5{ K aBTOMaTH3HpOBaHHOﬁ CHUCTEMC B 3allIMIIICHHOM HUCIIOJIHCHHUU. Pa6oTs! Ha CTaaudax M oTallax CO3JaHusd
ABTOMATHU3WPOBAHHBIX CUCTEM B 3alllUIIICHHOM HCIIOJTHCHWH. Tp€60BaHI/I$I I10 3aIUTE CBEICHUM O CO3JaBacMOM
aBTOMaTHSHpOBaHHOﬁ CHCTEMC.




B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 2
1.IIpakTuueckoe 3anatue «Pa3paboTka TEXHUYECKOTO 3aJaHMsl Ha MPOSKTUPOBAHNE ABTOMATU3UPOBAHHOM CUCTEMBI» 2
Tema 1.3. Yrpo3sl Conepxanue 10
0€e30MacHOCTH [ToTennmanpHbIe YyTpo3bl OE30MACHOCTH B ABTOMATH3UPOBAHHBIX CUCTeMaxX. MICTOUHUKHN 1 0OBEKTHI BO3ACHCTBUS
uHpOpMaInU B yrpo3 6e3onacHocT nHpopmanuu. Kpurepun knaccudukanmm yrpo3. MeTosl OLIEeHKH OMACHOCTH yrpo3. baHk 4
aBTOMATHU3UPOBAHHBIX JAaHHBIX yrpo3 6e30macHocTH HHGOpMaLUU
CchCTEMAxX [TonsTue ysi3BumMocTH yrpo3sl. Kiaccudukanus ysa3BUMOCTEN.
B ToM uncie npakTH4YeCcKUX U JIa0OpaTOPHBIX 3aHSITHI 6
1.Ilpaktraeckoe 3ansatue «KareropupoBanue nHPOPMAITMOHHBIX PECYPCOB)
2.IIpakTHYecKOe 3aHIATHE «AHAIU3 yIpo3 0€301acCHOCTH HH(MOPMAIUN 6
3.IIpaktuyeckoe 3anstue «llocTpoeHue Moaenu yrpos3»
Tema 1.4. OcHOBHBIE CopepxaHue 4
Mepbl 3aUThI Opranu3zaliioHHbIE, TPABOBBIE, TPOrPaMMHO-aINIapaTHbIE, KPUMITOTpaPUUecKre, TEXHUYECKUE MEPhI 3aIlIUThI
uH(pOpMaIu B nH(OPMAIIMY B aBTOMATH3UPOBAHHBIX CHCTEMAX.
aBTOMATHU3UPOBAHHBIX HopmartuBHo-paBoBas 6a3a 1 onpeneseH s Mep 3allUThl HHPOPMAIIMH B aBTOMAaTU3UPOBAHHBIX WH(OPMALIMOHHBIX 4
cucTeMax CUCTeMax U TpeOOBAHUN K HUM
B ToM umcie mpakTUYecKux U Ja00paTOPHBIX 3aHATHHA )
Tema 1.5. Conepxxkannie u | Conepkanue 12
MTOPSIOK SKCIUTyaTallnu Nnentudukanus u ayreHTUGUKAIUSA CYyOBEKTOB IOCTyNa U 00BEKTOB JOCTYIIA.
AC B 3aIAIICHHOM YrpasiaeHue J0CTYIIOM CYOBEKTOB JIOCTYIAa K 00BbEKTaM JIOCTYIIA.
HCTIOTHCHHUH OrpaHryeHHEe IPOrPaMMHOM CPEIbI.
3amuTa MaIMHHBIX HOCUTENEH HH(OpMAaILIUU
Peructparusi coObITUH 6€30MMaCHOCTH
AnTuBHpYycHas 3amuTa. OOHapyKeHHE TPU3HAKOB HAJIMYHSI BPEJJOHOCHOTO ITPOrPaMMHOTO o0ecrieueHus1. Peanm3anus
AHTUBUPYCHOM 3amuThl. OOHOBJIEHHE 0a3 JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIBIOTEPHBIX MPOTPAMM. 12

O6Hapy>xeHue (IIpeIoTBpaIeHUE) BTOPKEHUN

KonTtposb (aHanu3) 3amuieHHOCTH HHGOpMAaITuu
Obecneuenue HEIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI U HHPOPMALIUU
O0ecnieueHne JOCTYIMHOCTH HH(pOpMaIuu

Texnonoruu BupTyanu3anuu. Llens co3nanus. 3amaun, apXuTeKTypa U ocHOBHBIC (yHKIUH. [IpenmyiecTra ot
BHEJIPECHMUSL.




3amnTa TeXHUYECKUX CPEICTB.
3anuTa HHPOPMAIMOHHON CHCTEMBI, €€ CPEICTB, CUCTEM CBS3U U IepeIadn JaHHBIX

Pe3epBHOE KOIMUPOBAHUE U BOCCTAHOBJIEHUE JTAHHBIX.

COHpOBO}K,I[eHI/Ie ABTOMAaTHU3UPOBAHHBIX CHUCTEM. praBJ’IeHI/IC PUCKaAMH 1 HHIUACHTaAMU YIIPABJICHUA 0€30IaCHOCTEIO.

B ToM umcie mpakTUYecKux U Ja00paTOPHBIX 3aHATHIA

Tema 1.6. 3amura Conepxanue o)
uHpopManuu B
pACIIPEICICHHBIX MexaHu3MBI U METOIBI 3alTUTHI UHPOPMAITUU B PACTIPE/ICIICHHBIX aBTOMATH3UPOBAHHBIX CHCTEMaX. APXUTEKTypa
ABTOMATH3MPORAHHEX MEXaHHU3MOB 3aIllUThI paclpe/eIeHHbIX aBTOMATU3UPOBAHHBIX CUCTEM. AHAIIU3 U CUHTE3 CTPYKTYPHBIX U 2
CHCTEMAX (OYHKITMOHATLHBIX CXEM 3alUIICHHBIX aBTOMATH3UPOBAHHBIX HHPOPMAITMOHHBIX CUCTEM.

B TOM unce npakTHYEeCKUX ¥ J1a0OpaTOPHBIX 3aHATHHA i
Tema 1.7. OcobeHHOCTH CoaeprkaHue 4
pa3paboTku OO6mmue TpeboBaHMs MO 3aIIUTE IEPCOHANTBHBIX JaHHBIX. COCTaB U COJiepKAaHNE OPraHU3AMOHHBIX U TEXHUYECKUX
WH(OPMAITMOHHBIX Mep 110 3aIuTe HHPOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX. [lopsiok BIOOpa Mep IO 00ECTICUCHHTIO )
CUCTEM MEPCOHAIIbHBIX 0€30MacHOCTH MMEePCOHATBHBIX TaHHBIX. TpeOoBaHuUs MO 3alIUTE EPCOHANBHBIX JAHHBIX, B COOTBETCTBUH C YPOBHEM
JAHHBIX 3aIUIIEHHOCTH.

B TOM umcIe MPaKTHYECKUX M JIA0OPATOPHBIX 3aHITHHA 2

1.IIpaktuueckoe 3anarue «Onpenenenus yposHs 3amuiieHHocTd UCII/IH u BeiOop Mep 1o oGecrieueHunto )

0€30IMaCHOCTH NEPCOHATBHBIX JAHHBIX)
Pasznen 2.9kcmuryaTanusi 3al{UIIIeHHBIX ABTOMATH3HPOBAHHBIX CHCTEM. 48
Tema 2.1. OcobenHocTH CopaepxaHue 6
AKCIUTyaTaIlluu AHanmm3 nHPOPMAIIMOHHON WH(PACTPYKTYPhl aBTOMATU3UPOBAHHON CUCTEMBI U €€ O€30IaCHOCTH.
aBTOMATU3HPOBAHHBIX
CHCTEM B 3alUIICHHOM MeToapl MOHUTOPHHTA U ayJIUTA, BBISIBJIICHUS YIP03 HHPOPMAIIMOHHOM 06€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM. 6
HCIIOTHEHHH. ConepxaHuie U IOPSIOK BBIOJIHEHUS PadOT 1Mo 3aIuTe HHGOPMAIUU TPU MOJICPHHU3AINH aBTOMATH3UPOBAHHOMN

CHUCTEMBI B 3aIIUIIIEHHOM HCTIOJHCHUN

B TOM yuce mpakTUYEeCKUX U Ja0OPaTOPHBIX 3aHATHH -
Tema 2.2. Conepxanue 2




AJIMUHUCTpUpPOBAHUE 3anaun v QYHKIUK aIMUHACTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMATH3AIUs YIIPABJICHHSI CETHIO.
aBTOMATHU3UPOBAHHBIX Opranuzanys aAMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN MEpCOHAN U paboTa C
CUCTEM MOJIL30BATEISIMU. Y TIPaBIICHUE, TECTUPOBAHNE U DKCILTyaTalMsl aBTOMATHU3UPOBAHHBIX CUCTEM. METO/IbI, CIOCOOBI 1 2
cpelcTBa 00ecrieueHus: 0TKa30yCTOMUYNBOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.
B ToM uncre npakTHYecKuX U J1a0OpaTOPHBIX 3aHATUI -
Tema 2.3. JleaTenbHOCTh Conepxanue )
repcoHaia rno
SKCILTYATAIHH CopepxaHuie U OPSAIOK EATEIHHOCTH MEPCOHANA MO AKCIUTyaTaI[H 3aIIUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM u
ABTOMATH3HPOBAHHBIX MOJICUCTEM 0€30MaCHOCTH aBTOMATU3MPOBAHHBIX cucTeM. O0IMe 005S3aHHOCTH aIMUHICTPaTOpa HHPOPMAITHOHHOM o)
(HH(OPMAIHOHHBIX) 0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.
CHCTCM B 3allIMINICHHOM B TOM 4mCIIe IPaKTHYECKHUX M JJAOOPATOPHBIX 3aHATHI )
MCIIOJIHEHUH
Tema 2.4. 3amura ot CopaepxaHue 6
HECAaHKIUMOHUPOBAHHOIO | OcHoBHbIe mpuHIHMHBI 3amuThl 0T HCJI. OcHoBHBIE crtocoObl HC/. OcHoBHBIC HampaBiieHHsI 00ECTIEYSHUS 3alUThI OT
J0CTyna K MHGOopMaIiu HC/. OcHOBHBIE XapaKTepUCTHKH TeXHUYeCcKUX cpencTs 3amuTsl oT HCJ. Opranuzamnus padot no 3amure ot HC/I.
Knaccudukanus aBToMaTH3UpOBaHHBIX cucTeM. Tpebosanws mo 3anmre nHhopmanuu ot HCJ qis AC 6
TpeboBanus 3anumerHoctd CBT or HCJI k undopmaruu
TpeboBanus kK cpeAcTBaM 3allUThl, oOecreynBaroM OezonacHoe B3aumozgeiictaue cereit 9BM, AC nocpeactsom
yIpaBlIeHUs] MEKCETEBBIMH MOTOKaMH HH(OpMAaIIMK, ¥ peaTn30BaHHbBIX B BHe MO
B ToM umce npakTHYeCKUX U Ja00PATOPHBIX 3aHATHH -
Tema 2.5. Cucremsbl CopaepxaHue 22
3aIuThl HH(OPMaLIUU Hasnauenue 1 0OCHOBHbBIE BO3MOYKHOCTH CUCTEMBI 3alIUThl OT HECAHKIIMOHUPOBAHHOTO AOCTYMA. APXUTEKTypa U
(C31) ot cpeznctBa ynpasieHus. O0mue NpuHIUIBL yripaBieHus. OCHOBHbIE MEXaHU3MBI 3alIUTHI. Y TIPaBICHUE YCTPOUCTBAMH.
HECAaHKIMOHUPOBAHHOIO | KoHTpoJb anmapaTHOW KOH(GUTYpaIlii KoMIbioTepa. M30uparenbHoe pa3rpaHuueHue JOCTYIA K YCTPOUCTBAM.
nocryna (HCJT) VipasiieHue JOCTYIIOM U KOHTPOJIb IIeYaTH KOH(PUICHIIHAIbHOM uHpopMarmu. [Ipasiia paGoTs ¢
KOH(UACHIIMATBFHBIMU pecypcamu. HacTpoiika MexaHn3Ma MoJIHOMOYHOTO yIpaBlieHus: JocTynom. Hactpoiika 8
perucTpanyu COOBITHI. YIIpaBlIeHHE PeKUMOM MMOTOKOB. YTIPaBICHUE PEKUMOM KOHTPOJIS ITeYaTH
KOH(GUICHIIMATBHBIX TOKYMEHTOB. YTIpaBiieHue rpudamMu KOHPHUISHITUATbHOCTH.
O0ecrieueHne MeTO0CTHOCTH HH(DOPMAIIMOHHOW CHCTEMBI U MHPOPMAITUH
[leHTpanu30BaHHOE YIPABIECHUE CUCTEMOM 3aIlUThI, OTIEPATUBHBIA MOHUTOPHHT U ayAUT 0€30MacHOCTH
B TOM umcie mpakTHYeCKuX M JJa0OpaTOPHBIX 3aHATHN 14
1.ITpakTrueckoe 3ansaTue «YcranoBka u Hactpoirika C3U ot HC» 14




2.IIpakTHyecKoe 3aHITHE «3aliTa BX0Jaa B CUCTEMY (MJICHTU(DHUKALIMS M ayTeHTU(UKAIUS TTOJIH30BATEIICH )»

3.IIpakTrieckoe 3aHaTue «PasrpannyeHue ocTyna K yCTporMcTBaM. YTpaBieHHUE JOCTYIIOMY

4 IlpakTrueckoe 3ausTHE «VICronp30BaHIe MPUHTEPOB I NeYaTH KOH(UACHIIMAIBHBIX TOKYMeHTOB. KOHTpOIIb
neyaTuy

5.IIpaktrueckoe 3ansTue «HacTpoiika cucTembl Ui 3a1a4 ayauTay

6.11paktrueckoe 3anstue «HacTpoiika KOHTPOJIA 1IEJIOCTHOCTH M 3aMKHYTON ITPOTPaMMHOM CpeibD»

7.1Ipaktrueckoe 3ansitue «LleHTpann3oBaHHOE yIPaBICHUE CUCTEMOM 3aIUThI, ONIEPATUBHBIA MOHUTOPUHT U ayAUT
0€30I1aCHOCTH»

Tema 2.6. Oxcrmyatauust | ComepkaHue 6
CPEJCTB 3alUThI [opsiA0K yCTaHOBKH M BBOJIA B OKCIUTYaTAIMIO CPEJCTB 3aLIUTHI MHOOPMAIMH B KOMIIBIOTEPHBIX CETSIX.
uH(bOpMaLKH B [IpyHIMIIBI OCHOBHBIX METOJIOB OpraHU3allMU U MPOBEACHUS TEXHUYECKOTO 00CITY)KUBAHHSI BBIYUCIUTEIBHON TEXHUKU
KOMIIBIOTEPHBIX CETAX U IPYTUX TEXHUYECKHUX CPEJCTB HHPOPMATH3AIIUI
JlnarnocTrka KOMIIOHEHTOB CUCTEM 3aIUTHI HHPOPMAIIMH aBTOMATU3UPOBAHHBIX CUCTEM, YCTPAHEHUE OTKA30B U 4
BOCCTaHOBJICHHE PabOTOCIIOCOOHOCTH aBTOMATH3HUPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3aLIUIICHHOM
UCHOJTHEHUH
Hactpoiika un ycTpaHeHHe HEHMCIIPaBHOCTH MTPOTPAMMHO-AINapaTHBIX CPEJICTB 3alIUTH HH()OpMAINH B
KOMITBIOTEPHBIX CETSIX MO 33a/IaHHBIM ITpaBUjIaM
B TOM umncie mpakTHYeCKuX U J1a00paTOPHBIX 3aHATHN 2
1.IIpakTHueckoe 3aHsATHE «YCTpaHEHHE OTKAa30B M BOCCTAHOBIIEHHE PA00TOCTIOCOOHOCTH KOMIIOHEHTOB CHCTEM ’
3a1uThl HHGOPMallMK aBTOMATU3UPOBAHHBIX CHCTEM)
Tema 2.7. Hokymentanust | Conepkanue 4
Ha 3alIUIIAEMYI0
ABTOMATHAHPOBAHHYIO OcHoBHbIE SKCILIYaTallHOHHbIE JOKYMEHTbI AIUIIEHHbIX aBTOMATH3UPOBAHHBIX CHCTEM. Pa3pabotka u Benenue
crcTeMy 9KCILTyaTallMOHHOH J0KYMEHTAlMH 3allMILCHHbIX aBTOMATU3HPOBAHHBIX CHCTEM. AKT BBOJIa B DKCILTyaTalMIO Ha 2
aBTOMATU3MPOBAHHYIO cucTeMy. TeXHUYECKU NacnopT Ha 3alUIIaeMy0 aBTOMATU3UPOBAHHYIO CUCTEMY.
B ToM uncie mpakTHYeCKUX 3aHATHN U JTA0OPaTOPHBIX padboT 2
1.IIpaktuyeckoe 3anstue «OQopMIIEHHE OCHOBHBIX IKCIUTyaTallHOHHBIX JOKYMEHTOB Ha aBTOMATU3HUPOBAHHYIO
CUCTEMY).
IIpomexkyTouHasi arrecranus B popme quddepenuupoBannoro 3avera no MJ1K.01.04 2
MJIK.01.05. DxcniyaTanusi KOMIBIOTEPHBIX ceTeil 134
Pa3gen 1. OcHoBBI epeiayin JAHHBIX B KOMIbIOTEPHBIX CETAX 30
Tema 1.1. | CopnepxaHue 4




Mopenu ceTeBoro
B3aUMOJICUCTBUS

Monens OSI. Yposuu monenu OSI. BzaumogeiictBue Mexay ypoBHsAMHU. MHKancysiyst f1aHHbIX. Onycanne ypoBHEH
monaenu OSI.

Mojens u crek npotokosnioB TCP/IP. Omucanue yposueit mogenu TCP/IP.

B TOM umcie mpakTUYEeCKUX 3aHATHH 1 Ja00paTOPHBIX padboT

1.ITpaktraeckoe 3ansaTue «M3ydeHne 3eMeHTOB KaOCIIbHOM CUCTEMBIY.

Tema 1.2.
®u3nyecKuil ypoBeHb
nepeaadyy JaHHbIX

CopepxaHue

Ilousitre nunuu U Kanana cBa3u. Curnansl. OCHOBHBIE XapaKTCPHUCTHKH KaHajia CBA3H.

MGTO,HBI COBMCCTHOI'O UCITIOJIL30BAaHUA CPCABI ICPEAAYIN KaHaJla CBsA3H. MYJIBTI/IHJIGKCI/IPOBaHI/Ie U MCTOJbI
MHOXXCCTBCHHOI'O JOCTYIIA.

OnToBOJIOKOHHBIC IMHUH CBSI3H

CrangapThl Kabeaeh. DIIeKTpuIecKas IPOBOAKA.

becnipoBonHast cpeza nepenayu.

B tom uncne HNPAKTHUYCCKUX U J'Ia60paTOpHLIX 3aHATHH

1.ITpaktraeckoe 3ansaTne «Co3aHUe CETEBOTO Kadess Ha OCHOBE HedkpaHupoBaHHOH BuToM mapsl (UTP)y

Tema 1.3.
Tononorus
KOMITBIOTEPHBIX ceTei

CopepxaHue

[Torsitue Tononornu cetu. CeteBoe 000pyoBaHNEe B TOMOJOTHH. O030p CETEBBIX TOMOJIOTHH.

B ToMm umcie nmpakTuyeckux U 1a00paTOPHBIX 3aHATHHA

I.HpaKTI/I‘IeCKOG 3aHATUC ((HOCT]I)OGHI/IG O,[[HO'pElHl"OBOfI CCTH»

2 Ilpaktuyeckoe 3anstre «Co3gaHne KOMMYTHPYEMOM CETH

Tema 1.4.
Texuonoruu Ethernet

CopaepxaHue

EXNIE\S I (SRR | O [

Texuonorus Ethernet. ®u3nyeckuii ypoBeHb.

Texnonorus Ethernet. KanansHeiil ypoBeHb

TexHosorus mocTpoeHusi (MOJASITMPOBAHHUSI) JTOKAJIBHBIX CETEH.

B TOM 4mce MpaKTHYECKUX M JJa0OPAaTOPHBIX 3aHATHH

1.IIpakTrdeckoe 3aHsATHE B (pOpME MPaKTUUYECKON MOATOTOBKY M3yueHune aapecarnu KaHaapHOTo ypoBHI. MAC-
ajapeca.

Tema 1.5. Texnonoruu
KOMMYTallUU

CopepxxaHue

AJTOPUTM ITPO3PAYHOTrO MOCTa. MeTo1bl KOMMYTaIMK. TeXHOJIOTHH KOMMYTaru u Mojeins OSI.

KoHcTpykTHBHOE HCTIONHEHHE KOMMYTAaTOpoB. DH3NUecKoe CTEKUPOBaHUE KOMMYTaTOpoB. [IporpammHuoe
o0ecreueHne KOMMYTaTOPOB.

O6H_II/Ie IOPHUHIMIIBEI CCTCBOI'O Ju3aiiHa. TpexypOBHeBaﬂ HepapxXuiucCKasa MOJA€CJIb CCTH.

Texnonorus PoweroverEthernet (PoE).
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B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 2

1.IIpakTrueckoe 3ansiTHe «Pa3paboTKa TOMOJIOTH CETH HEOOJBIIOTO MPEAPHUATHS
Tema 1.6. CereBoit CopaepxaHue 4
npotokoia [Pv4 CereBoii ypoBeHs. [Iporokoin IP Bepcun 4. O0mume GyHKIMU KiIaccoBoil u OeckiraccoBoi aapecaruu. [1yssl agpecos. )

MapmpyTtuzanus naketoB [Pv4. [IpoToKoJbl TMHAMHYECKOW MAPIIPYTH3AIIH.

B TOM 4mcIe MPaKTUYECKUX M JIA00PATOPHBIX 3aHITHMA 2

1.IIpakTraeckoe 3austue «M3yuenue IP-anpecanuu u macku. Popmuposarnue noocemeiiy.* 2
Tema 1.7. Cxopoctueie u | Conepkanue 4
GecrnipoBosHbIC CeTH Cets FDDI. Cets 100VG-AnyLAN 2

CBepXBBICOKOCKOPOCTHBIE CETH

becnpoBoaHbIe ceTH

B TOM umcIe MpakTUYECKUX M J1JA00PATOPHBIX 3aHATHHA 2

1.IlpakTudeckoe 3anarue «Hactpoiika 6€cripoBOHOTO CETEBOTO 000PYI0BAHUS 2
Pa3znen 2. TexHoJI0ruM KOMMYTAllMM 1 MapIIPYTH3alMu coBpeMeHHBIX ceTell Ethernet 58
Tema 2.1. CopaepxaHue 4
OCHOBBI KOMMYTaIIH OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKAJTHbHOU CETH. APXUTEKTypa KOMMYTaTopoB. Tumsl nHTEpdEiicoB

KOMMYTaTOPOB.

YnpapieHue MOTOKOM B MOJIYIYIJIEKCHOM M AYIUIEKCHOM pEKHUMax. 2

XapakTepUCTUKH, BIUSIONINE HA IPOU3BOIUTEILHOCTh KOMMYTaTOpoB. O030p QYHKIIMOHATBHBIX BO3MOKHOCTEH

KOMMYTaTOPOB

B TOM uncie mpakTHYeCKuX M JJa0OPaTOPHBIX 3aHATUN 2

1.ITpakTuueckoe 3anatue «PaboTa ¢ OCHOBHBIMH KOMaHJIaMH KOMMYTaTOPay. 2
Tema 2.2. Copepxxanue 6
Hauanbnas Hactpoliika CpenctBa ynpapieHus kommyTtatopamu. [logkmrodeHne kK KOHCOM nHTepdelica KoMaHIHON CTPOKU KOMMYTaTopa.
KOMMYyTaTopa [Tonkmrouenne k Web-unTepdeiicy yrpaBlIeHHs KOMMYyTaTopa. )

HavanbHas koH(bUTYypaIys KoMMyTaTopa. 3arpy3ka HOBOro MPOrpaMMHOTO OOECTICUeHHUsI HA KOMMYTAaTOp. 3arpy3ka u

pEe3epBHOE KOMMMPOBAHUE KOH(MUTYpAIIMK KOMMYTATOpAa.

B TOM uncie npakTHYECKHUX 3aHATHIA 4

1.ITpakTuueckoe 3anatue «OCHOBHbIE KOMaH/bI AJI1 KOH(MUTYpAIIMH KOMMYTaTOpay.

2.Ilpaktuyeckoe 3anarue «Komanel ynpasnenus Tabauamu kommyTanuun MAC- u IP- 2

aapecoB, ARP-taGnuupl. Komanipl 00HOBIEHMS IPOrpaMMHOI0 00€CieYeHHs KOMMYTaTopa 1 2

COXPAaHEHHUS/BOCCTAHOBIICHHUSI KOHOUTYPAIIMOHHBIX (haillIoBy.
Tema 2.3. Conepxanne 8
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BupryanbHble 10KaIbHBIE

Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe ctanaapta IEEE 802.1Q. Cratuueckue u JuHaMHUECKHE

cetu (VLAN) VLAN. IIporokosn GVRP. 2
Q-in-Q VLAN. VLAN nHa ocHoBe nmopToB ¥ npoTokoJioB — cranaapT IEEE 802.1v. ®yuknusa TrafficSegmentation
B ToM uncie npakTHYecKUX U J1a0OpaTOPHBIX 3aHATUI 6
1.IIpaktuueckoe 3anarue «Hactpoiika VLAN Ha ocHoBe ctanaapta IEEE 802.10Q» )
2.IIpaxtnueckoe 3anstue «Hacrpoiika nporokona GVRP. Hactpoiika cermentanuu Tpaduka 6e3 UCIoIb30BaHUs 2
VLAN» 2
3.IIpakTnueckoe 3anatue «Hacrpoiika dyakmun Q-in-Q (Double VLAN)».
Tema 2.4. Copepxanue 6
QOyHKIUHU TOBBIIICHUS [Ipotokon Spanning Tree Protocol (STP). Vsa3sumoctu nporokona STP.
HaZIC)KHOCTH 1 Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 2
HPOU3BOANTCILHOCTH JlonomHUTeNbHBIe (QYHKIUM 3aIIUTHI OT HeTelb. ATPerHpoBaHNe KaHATIOB CBS3ML
B TOM 4mclie MPaKTUYECKUX M JJAa0OPATOPHBIX 3aHATHH 4
1.ITpaktnueckoe 3ansitue «Hactporika mpoTokosioB cBsa3ytomero aepea STP, RSTP, MSTP». 5
2.IlpakTrueckoe 3ausTre «Hactpoiika GpyHKIN 3amuTel 0T 00pa3zoBanus nerenab LoopBackDetection. )
ArperupoBaHue KaHAJIOBY.
Tema 2.5. Conepkaaue 8
Anipecanus ceTeBoro [Iporokon [Pv6. dopmupoBanue uaeHTHUKaTOpa HHTEpdEiica.
YPOBHS 1 Cnoco6s1 kouduryparuu [Pvb-agpeca. )
MapIpyTU3anus [Lnanuposanue nojcereit IPv6. [Iporoxkon NDP.
[TonsiTue MapupyTusanuu. JIMCTaHIMOHHO-BEKTOPHBIE ITPOTOKOJIBI MapuipyTuzauuu. [Iporokon RIP.
B ToM uncie npakTHYecKUX U JJa0OpaTOPHBIX 3aHATUI 6
1.IIpaktuyeckoe 3anstTue «OCHOBHbIE KOHPUTypalluu MapuIpyTu3aTopa. Pacuimpenasie KOHQUTrypauuu 2
MapUIpyTU3aTOPay.
2.IlpakTudeckoe 3ansarue «Pabdora ¢ mporokosom CDP. Pa6ora ¢ nmporokonom TELNET. Pa6ora ¢ mporokonom TFTP. 2
Pabota ¢ nporokosiom RIP. Pabota ¢ mporokosom OSPF».
3.IIpakTuueckoe 3ansatue «Kondurypuposanue pynkiuu mapmpytusatopa NAT/PAT. Konpurypuposanue PPP u 2
CHAP».
Tema 2.6. CopepxxaHue 4
KauecTBo o6ciayxuBanus | Mogenu QoS. Ipuopuresanus makeros. Kiraccudukarys maketoB. MapKupoBKa ITaKeTOB.
(QoS) VYrpanenue neperpy3kamu 1 MEXaHU3MbI OOCTY>KUBaHUS ouepeaeil. MexaHu3m npeloTBpalieHUs IEPEerpy30K. 2

KonTpoas nmosocel nponyckanus. [Ipumep Hactporiku QoS.
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B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 2
1.IIpaktraeckoe 3anstue «Hactpoiika QoS. Ilpuoputn3anms tpaduka. YpaBlIeHHE OJIOCON POy CKaHUSD 2
Tema 2.7. CopaepxaHue 8
OyHKIMH 00ecTeyeHHs Cnucku ynpasienus goctynom (ACL). @yHKIMH KOHTPOIIS HaT MOAKIIOYEHHUEM y3JI0B K TOPTaM KOMMYTaTopa. 4
GesomacHocTH 1 Aytentuduxanus nonszopateneii 802.1x. 802.1x Guest VLAN. ®yukiuu 3ammrs! LITY koMmyTaTopa.
OTpaHMHuCHUA OCTYIA K| B 1oMm yncrie mpakTHUecKUX U 1a60paTOPHBIX 3aHSATHIA 4
cetn 1.IIpakTraeckoe 3ansTue «Crmcku ynpasiaeHus noctynoM (AccessControlList)» 2
2.Ilpaktuyeckoe 3ansatre « KOHTpoIIb Hal TOAKITIOYEHUEM y3JI0B K TopTaM KommyTtaropa. Oyukmus PortSecurity. 2
KoHTpoJ1b HaJ1 MOAKIIOYEHUEM y3J10B K mopTaM KommyTtaropa. @yukmus IP-MAC-Port Binding»
Tema 2.8. Coaepxanue 8
MHoroaapecHas Anpecarusi MHOroaapecHo# IP-pacceuiku. MAC-anpeca rpynnoBoi pacChUIKH.
pacchblika [Toanucka u 06CITy’)KMBaHUE TPYIII. YTIPaBICHHUE MHOTOQIPECHOM pacchlIkoi Ha 2-M ypoBHe Moaenu OSI (IGMP 4
Snooping). ®yukiwms IGMP FastLeave.
B TOM umcIe mpakTHYECKUX M JTA00PATOPHBIX 3aHIATHHA 4
1.ITpaktraeckoe 3ansitue «OTcinexuBaHue TpahuKka MHOTOAIPECHON PAaCChUTKI. 2
2.Ilpaktuyeckoe 3ansatue «OtcnexuBanue Tpadhuka Multicasty 2
Tema 2.9. ConepxaHue 6
QyHKIUU yIIPABICHUS VYpasiieHne MHOXKECTBOM KOMMyTaTopoB. IIpoTokon SNMP. )
KOMMYyTaTOpamu RMON (Remote Monitoring). @yukuus Port Mirroring.
B TOM umcie mpakTHYeCKuX M JJa0OpaTOPHBIX 3aHATHN 4
1.IIpakTuyeckoe 3aHaTHEe «DYHKIIMH aHAJIK3a CETEBOro TpaduKay. 2
2.Ilpaktnueckoe 3anstue «HacTpoiika npoTokosna ynpasieHus Tonojoruei cetu LLDPy. 2
Paznen 3. MexceTeBble IKPAHBI 20
Tema 3.1. CopepxaHue 2
OCHOBHBIE IPUHITUIIBI Knaccudukanus cereBoix atak. Tpuama 6e3omacuoit UT-undpacTpyKTyphI.
CO3/IaHU Ha/IEKHOH 1 Vpasienue KOHQUrypanusiMa. Y paBieHue nHIuIeHTamu. Vcrons30BaHne TpeThell 10BEPEHHON CTOPOHBI. 2
GesomacHoi UT- Kpunrorpapudeckue MeXaHH3Mbl 6E30IIACHOCTH.
HHQPACTPYKTYpbl B TOM umce npakTHYECKUX ¥ J1a0OpaTOPHBIX 3aHATHMA
Tema 3.2. Conepxaane 8
MexcereBble SKpaHbl TexHomorun MexceTeBbIX 3KpaHoB. [lonuTHKa MexkceTeBoro 3kpana. MexcereBble SKpaHbl ¢ BO3MOXKHOCTAMH NAT. 4

Tononorusa cetn IIpH UCHIOJIB30BAHNHN MCKCCTCBAIX OKPAaHOB. HHaHI/IpOBaHI/Ie 1 BHCAPCHUEC MCKCCTCBOI'O OKpaHa.




B TOM 4mce MpakKTUYECKUX M JJa0OPATOPHBIX 3aHATHH 4
1.IIpakTuueckoe 3aHATHE «Yemanoeka u nepsuyHas HacmpouKa mexiccemesozo dkpana (pfSence). OCHOBBI )
aJIMMHHUCTPUPOBAHUS MEXKCETEBOT0 3KkpaHa. CoelMHEHNUE IBYX JIOKAJIbHBIX CETEN MeKCeTeBbIMU d3KpaHamu. Co3ianue
MOJIUTUKU 0€3 MPOBEPKH COCTOSHUS»
2.IIpaktrueckoe 3ansatue «Co3naHue MONUTUK Uit TpaaunoHHoro (wim ucxoasmero) NAT. Co3nanue noiauTuk ams 2
naByHanpasiaeHHoro (Two-Way) NAT, ucnonb3yst Mmetos pinholing
Tema 3.3. Conepxkaane 6
Cucremsl oO6Hapyxkenua 1 | OcaoBHoe HazHaueHue IDPS. CnocoOsr kinaccudukaiu IDPS. Boidoop IDPS. JlononHuTeIbHBIE HHCTPYMEHTAIBHBIC
MIPEAOTBPALLECHUS CpeacCTBa. 4
HPOHUKHOBEHHUI TpeboBanus opranuszauuu K pynkunonuposanuto IDPS. Bosmoxuoctu IDPS. PazseptoiBanue IDPS. CunbHble
CTOpPOHBI M orpaHndeHHOCTh IDPS.
B TOM 4nce MpakKTUYECKUX M Ja0OPAaTOPHBIX 3aHATHH 2
1.IIpakTrdeckoe 3ansaTue «OOHapy) EHNE U TIPEIOTBPAIICHUE BTOPIKESHUI.
Tema 3.4. Conepxanue 4
[Tpuopuruszanus tpapuxa | Co3maHue aJbTEPHATHBHBIX MAPIIPYTOB A0CTYMA B MHTepHET. [Iproputu3aiius TpadHka. 2
1 COo3/1aHue B TOM umncie nmpakTHYeCKuX U JJa00OpaTOPHBIX 3aHATUN 2
AJIPTCPHATUBHBIX 1 .IIpakTiueckoe 3anarue «Co3naHne albTEpHATUBHBIX MAPIIPYTOB C UCIOJIb30BAHUEM CTATUYECKOW MapILIPYTU3ALIN» )
MapuipyToB
IIpumepHas TeMaTHKa caMoCTOsITeIbHON padoTsl npu n3ydyennu MJIK.01.05
1. dusnyeckoe KOJUPOBAHHE C HCIIOIb30BAHHEM MaHUECTEPCKOr0 KOJIa
2. Jlorumueckoe KOOUPOBAHUE C MCIIOIB30BAHUEM CKPEMOIUPOBAHUS
3. TonkmrodyeHne KIMEeHTa K OECIIPOBOIHOM ceTH B HH(PPACTPYKTYPHOM PEKIME
4. Orenka 6eCTIpOBOTHOM JIMHUH CBSI3U
5. IIpoektupoBaHus OECIPOBOIHON CETH
6. CoOop nH(pOpPMALINK O KIMEHTCKUX YCTPONCTBAX
7. IlnaHupoBaHUE MPOU3BOIUTEIBLHOCTH M 30HBI JCHCTBUS OECIIPOBOIHOM CeTH 8
8. HpeﬂHpOGKTHOC O6CJ'IC,Z[OBaHI/IG MCCTa YCTaHOBKHU 6CCHp0B0,Z[HOI>’I CETHU
9. OO0ecreyeHne 0TKa30yCTOMYNBOCTH B OCCIIPOBOIHBIX CETIX
10. PexxuMebl pa6OTI)I " opraHu3anus NUTaHUusA TOYCK JOCTYyIIa
11. Cermenrartust 6ecIipoBOTHOM cETH
12. Hactpoiika QoS
13. IloctmpoekTHOE 00CIEeAOBaHUE 1 TECTUPOBAHHUE CETH




14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

Coznanne ACL-cimcka

Ha6monenwue 3a tpadguxom B cetn VLAN

OmpeneneHue ysa3BUMBIX MECT CETH

Peanuzanus ¢ynkunii obecrieueHns 6€30MacHOCTH MOPTa KOMMYTaTopa
HccnenoBanme Tpaduka

Co3pmanne CTpPYKTYpBI CETH OpTraHU3alluu

OmnpeneneHne TEXHHYECKUX TPEOOBaHUN

MOHUTOPUHT POU3BOAUTEILHOCTH CETH

Co3panne auarpaMMbl JOTHYECKOH CeTH

[ToaroroBka k o0cienoBaHn0 00BEKTA

O6cnenoBanye 30HbI OECITPOBOTHOM CBS3H

dopMynrpoBKa 00IKX Leleil MpoeKTa

Pa3zpaboTka TpeboBanuii kK ceTH

AHanm3 CylecTByIOIIEH ceTH

Omnpenenenne xapakKTePUCTUK CETEBBIX MPHIIOKEHUH

AHanuz ceTeBoro Tpaduka

Omnpenenenne NpUOPUTETHOCTH TpaduKa

Nzydenne kauecTBa 00CITy)KMBaHUS CETH

Uccnenoanue BnusiHus BUAeoTpadrka Ha CETh

Onpenenenue MOToKoOB Tpadrka, IOCTPOSHHUE JHAarpaMM MTOTOKOB Tpaduka
IIpuMeHeHue NIPOEKTHBIX OrPaHUYEHUI

Omnpenenenne MPOEKTHBIX CTPATETUH IS JOCTUKEHUS MacIITaOUpyeMOCTH
Omnpenenenue CTpaTeryii MOBBIIICHNS JOCTYITHOCTH

Onpenenenue TpeOOBaHMIA K 00€CIICUCHUIO O€30MIACHOCTH

Pazpaborka ACL-cinckoB [yis peain3aliy HabOpOB MPaBUII MEKCETEBOTO IKpaHa

HUcnonezoBanue CIDR st obecniedennst 00beTUHEHUS] MAPIIPYTOB
Omnpenenenue cxemsl [P-anpecarumn

Omnpeneneuue KonmdectBa IP-ceTeit

Co3pmanne TaONUIBI AJIS BBIICTICHUS aIpECOB

CocTtaBneHHe CXeMBI CeTH

AHanm3 nijaHa TECTHPOBAHUS U BBIITOJHEHUE TECTA

Co3znanue miaHa TeCTUPOBAHMS IJISl CETH KOMILIEKCa 3aHUMA




46. IIpoexTupoBaHue BUPTYaIbHBIX YACTHBIX CeTel

47. be3omnacHas nepenavya JaHHBIX B OECIIPOBOIHBIX CETSIX

IIpomexkyTouHasi arrectanus B popme 3x3amena no MIAK.01.05 18
MJIK 01.06 Obecneuenue 6e30nacHoCmMU 3HAYUMBIX 00bEKMO08 KPUMUUECKOU UHPOPMAUUOHHOU UHppacmpyKmypbl * 108
Pazgen 1. Ocnoewvl o6ecneuenusa voezonacnocmu oovexkmoe KHU P * 32
Tema 1.1. IIpaBoBbie Conepkanne 16
OCHOBBI 00€CTICUCHHS
6e3onacnoctu KUU PO O6wexTs! u cyosexTsl KUU. TIpaBa u o0s3anHOCTH cyOBekTOB KU, OCHOBHBIE MOHATHSA, TEPMHUHBI U OTIPEIEICHUS 2
obecrieueHnst 6€30MacHOCTH 3HAYMMBIX 00hekTOB KM
Cucrtema 6e3omacHoctu 3HaunMoro oobekta KMU. ["ocynapcTBeHHbIN KOHTPOIL 0OecreueHns 0€301MacHOCTH
3HauuMBbIX 00bekTOB KWU. Llenu, BUABI 1 IEPUOJIUIHOCTH KOHTPOJIS. 2
[TorHOMOYHSI OpTraHOB BJIACTH
OcHoBanusl ISl MPOBEICHHUS TUTAHOBBIX U BHEIUIAHOBBIX MPOBEPOK. ['ocynapcTBeHHas cucTeMa OOHapy KeHHUS,
MpeIyNpexACHUS U JTUKBUIALMH [TOCIIECTBII KOMITBIOTEPHBIX aTak Ha HH(OpMallMoHHbIE pecypchl PO 2
(I'ocCOIIKA). OTBETCTBEHHOCTh 33 HAPYIIEHHUE 3aKOHOIATEIbCTBA
B ToM umce npakTHYeCKUX 1 Ja00PATOPHBIX 3aHATHH 10
1.IIpakTHyeckoe 3aHATHE «AHAIU3 HOPMATUBHBIX JJOKYMEHTOB Uit 00bekToB KNI 4
2.IlpakTdeckoe 3aHaTHe «MEpONPHUATHS 110 OMPE/IEICHIUI0 OCHOBAaHUHN JJII OTHECEHUS OpraHu3aIui K 00beKTaM )
KPUTHYECKON MH(DOPMAIIMOHHON HHPPACTPYKTYPhD»
3.IlpakTuueckoe 3anaTue «Pa3paboTka monmutrku 6e3omacHOCTH st 00bekTa KMy 4
Tema 1.2. VYrpo3ssl | Conepxanue 16
0€301acHOCTH [TonsTue u knaccudukanus yrpo3 6e30macHOCTH MHPOPMAIIUU U KAaTETOPUN HApyIIUTENeH B OTHOIICHHH 3HAYUMBIX )
nHpOpManuy, o0wvexkToB KUU
00pabaTeIBacMOi Ha | TumoBas mMojenb yrpo3 6e3onacHOCTH nHpopmanuu 3HaunMoro oobekTa KMU: yrpo3sl U ys3BUMOCTH 0€30MacHOCTH
oobexrax KW PD 00BEKTOB, MX UCTOYHUKH, CIIOCOOBI U TIOCIIEICTBHS Pean3alii. baHKu TaHHBIX YIPO3 U YSI3BUMOCTEH 2
0€30MacHOCTH.
TumnoBbie KOMNBIOTEPHBIE W KUOEP-UHIIMACHTHL. METObI ONpenesieHus U OLICHKH acTeKTOB 0€30mMacHOCTH 00BbeKTa )
KN
OnenuBaembie d51eMeHTh 00bekTa KU : ko1, KOHbUTYypanus 1 apxuTekTypa. Bo3M0oXHOCTH MOTEHIIMATBHBIX BHEITHUX
¥ BHYTPEHHUX HapyIuTeneil 0e30macHOCTH. AHAIN3 MOTEHIUATBHBIX YTPO3 U YSA3BUMOCTEH U BO3MOXKHBIX CITIOCOOOB 2
ux peanuzanun. OIeHKa BO3MOXHBIX MTOCJIEICTBHIN MX peaIn3alIliu.
B TOM 4mcIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHHA 8




1.ITpaktrueckoe 3ausatue «Pa3paboTka MoaenH yrpo3 6e30macHocTy nHpopmaiuu 3HauuMoro oonrekra KMy 4

2.IIpaktrueckoe 3ansaTue «Pa3paboTka MOJeIIH CUCTEMBI ypaBieHHs HHOOopMamoHHOo# 0e3omacHocThio KM 4
Pa3nen 2. Opranunsanus padot no odoecnedyenuio 6esonacHoctu oobexkra KUU P® 48
Tema 2.1 CopepxaHue 14
Kareropuposanue [IpaBuna u nopsnok kareropupoanusi 00bekToB. PeecTp 3Haunmbix 06bekToB KMU: 11enb ero BeieHuss 1 BHOCHUMBbIE >
00bekToB KU PO CBEICHUS

dopMHupOBaHKUE KOMHUCCHH 10 KateropupoBaHuio 00bekToB K. TloaroroBka K KaTerOpUpOBAHHUIO. 2

Omnpenenenne 3HauUMBIX 00bekTOB KWW, Manumynupyrommx ¢ uHbopManueil KpUTHUYECKUX TPOIIECCOB B paMKax )

dyaknronnpoBanus cyobekta K. OnpenencHre u BRISBICHHE KPUTHYSCKUX ITPOIIECCOB.

Ananmu3 yrpo3 u ys3Bumocteir Wb, Bo3MOxHBIX neWicTBUil HapymwuTeneld. OneHka BO3MOXHBIX IOCIEACTBUN 2

nanuaeaTos b Ha o0nexrax KMU.

[lepeyenp mokasareneld kputepueB 3HAYUMOCTH 00BbeKTOB KWW P® u ux 3HaueHus. QOpMHpOBaHUE MEPEUHS

kareropupyembix 00bekToB KMHM. OrneHka corjacHO NMEPEYHIO MOKa3aTele BO3MOXKHBIX TMOCISACTBUN HHITUIACHTOB )

Ub na obOwvexktax KWW PO®. IlpucBoenne o6bekry KWW kareropum 3HaunmMocTd. I[loAroroBka ITOKYMEHTOB

kaTeropupoBanusi 00bexToB KU PO.

B ToM uncie npakTHYECKUX U JIA0OpAaTOPHBIX 3aHATHH 4

1.IIpakTraeckoe 3ausatue «lIpoBeneHue kareropupoBanus 00bekToB Ky 4
Tewma 2.2 TpeboBanus o | ComeprkaHue 16
00eCcreYeHHIO [MnanupoBanue, pa3paboTka U COBEPIICHCTBOBAHHE TPEOOBAHMI M MEPONPHUITHI MO oOecrmeueHuto 0e30MacHOCTH
0e301acHOCTH 3HaYUMBIX | 3HaynMoro o0wvekta KWU. CymiHocTh, 1edM W 3a4a4d I[UIaHUPOBaHUs. [lopsaok pa3pabOTKH, COTJIACOBaHHS H 2
00nextoB KU PO YTBEPKJACHUS TIaHA.

PearupoBanue Ha naIaeHTsl b B X04€ aKcmmyaranuu 3HaunMoro oobekta KUU. TpeboBaHust k opraHu3aliMOHHBIM

Y TEXHHYECKUM MepaM, IPUHUMAEMbBIM JIJIs 0OecriedeHrs 0€30MacHOCTH 3HAYUMBIX 00beKTOB. KaTeropusanus u BEIOOD 2

YKa3aHHBIX Mep.

Onpenenenne TUMa W BUAA MPOTPAMMHBIX / mporpaMmMHoO-ammapaTHeIXx C3M, HeoOXOomUMBIX i 0OecredeHHs

6e3onacHocTH 3HauuMoro oowekra KU, TpeboBanus k npumeHsieMbiM C3U, K TpOBEACHUIO UX 2

OIICHKHM Ha COOTBETCTBHE TPEOOBAHUSIM O€30MaCHOCTH.

HopmatusHo-nipaBoBbie akTel PCTOK Poccun, comepxkamme TpeOoBaHus k kimaccam 3ammutbl C3U u OBM nmns

pa3nuyHbIX Kateropuii 3HauyuMocTH 00bekToB KWU. ®dynkmmm Oezomacnoctn C3U. IlporpaMma U METOAMKH 2

ncneiTaauii C3U, yrBepkaaembie cyobexkTom KU,

B TOM uncie npakTH4YEeCKUX U J1A00PAaTOPHBIX 3aHATHIMA 8

1.IIpakTudeckoe 3ansaTre «PopMynupoBKa TpeOOBaHMI K 00ecTiedeHHI0 O€30MaCHOCTH B X0 CO3/IaHus, KCILTyaTallui 4

M BbIBOJIa M3 OKCIIJIyaTallMy 3HAYUMBbIX 00BEKTOBY




2.Ilpaktrueckoe 3anstue «Pa3paboTka TpeOOBaHMN K OPraHU3AIMOHHBIM U TEXHUYECKHM MepaM, IPUHUMAEMBbIM IS

oOecrnieueHus 0€30MaCHOCTH 3HAYUMbIX 00BEKTOBY 4
Tema 2.3 Cucrema Coepkanue 10
Oe3omnacHocTH 3HaUUMOro | Ilenu u 3amauun cuctembl Oe3omacHOCTH 3HaunMoro oobekTa K. TpeboBanust K CO3MaHUIO CUCTEM 0€30MaCHOCTH |
oobrexra KUU PO obecrieyeHnI0 ()yHKIIMOHUPOBAHUS 00bEKTOB. TpeboBaHus K criiaM obecnieueHust 0e30macHOCTH 00beKTOB. CTpyKTypa

CUCTEMBI O€30MaCHOCTH 4

o0bekTa. TpeboBaHMs K OpraHU3alMOHHO-PACTIOPAANTEIBHBIM JOKyMeHTaM. [loaroroBka

HEOOXOJUMBIX JOKYMEHTOB B paMKaX CO3JaHHsl CHUCTEM 0e30MacHOCTH OOBEKTOB U OOecleueHus ux

(OYHKIIMOHMPOBAHHS.

B ToM uncre npakTUYecKuX U J1a0OpaTOPHBIX 3aHATUI 6

l.Ilpaktnueckoe 3ansaTHe «PazpaboTka pernmameHTa yrpaBlieHHs HWHIOWACHTAMH | IUIaHA pEarupoBaHHs Ha

KOMIBIOTEpPHBIE MHIUIAEHTHl Pa3paboTka OpraHuM3allMOHHBIX U TEXHHYECKHX Mep Mo 00ecrnedyeHHuro 0e30MacHOCTH 2

3HAYUMOTr0 0OBEKTa»

2.Ilpaktuyeckoe 3aHaTHE «BHenpeHHe OpraHW3aIMOHHBIX M TEXHHMYECKUX Mep Mo obecredeHHio 0e30MmacHOCTH )

3HAYUMOTO 0OBEKTA U BBOJ €T0 B ICHCTBHC)

3.IIpaktrueckoe 3ansatue «OdecneycHre 0€30IaCHOCTH 3HAYMMOI'0 00BEKTA B XOJI€ €r0 AKCILUTYaTaI[un. 2
Tema 2.4 Dransl padot o | Conepkanue 8
CO3/IaHUIO0 CUCTEMBI Oranel XX 1 cTanuu paboT 1O CO3JaHUI0 CHCTEMbI 0€30TaCHOCTH 00BEKTa: pa3pad0TKa JOKYMEHTOB U MAKETHPOBAHHE
0€e30MacHOCTH 00BEKTa JJIEMEHTOB CHUCTEMBI (IKCIUTyaTal[MOHHAasT W OPTraHU3allMOHHO-PACIIOPSAMTENbHAS JTOKYMEHTAIUs); BHEAPCHHE 4
KN PO (ycranoBka u Hactpoiika C3U); mpenBapuTelbHBIC HCIBITaHUS (TeCTHpOBaHME (DYHKIIMOHHUPOBAHWS); BHEAPCHHE

OpTraHM3aIMOHHBIX MEp; IPUEMOYHbIEC UCIIBITAHUS; ONBITHAS SKCILTyaTalIHs.

B TOM umcIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHMA 4

1.IIpaktuueckoe 3ansTHe «Pa3paboTka mporpaMMbl U METOJUKHM HCIBITAHHM CPEACTB 3alUThl MHDOpManMu Ha 4

COOTBETCTBHE TPEOOBAHUSM 10 OE30MACHOCTH
Pa3nen 3. KonTpojsb o0ecneuennsi 6e3onacHoctu 00bekta KUU P® 12
Tema 3.1 KonTtposb ConeprxaHne 12
obecrieyeHus Bunast kouTpoIIst (MOHUTOpPHUHTA). MOHUTOPHHT COOBITHI 6€3011aCHOCTH U KOHTPOJIb 3a IeHCTBUAMU nepcoHana. Ouenka
0€30I1aCHOCTH 3HAYMMOTr0 | cooTBeTCTBUS 00bekToB KHMU TpeboBanmsam Oe3omacHocTH. CpeacTBa KOHTPOJS COCTOSIHHS —3allMIICHHOCTH
oobexra KUU PO uHpopmanuu. BHYyTpeHHUI KOHTpOJb OpraHu3alui MO 00ecneueHUIo 0e30MacHOCTH OOBEKTOB U I(PPEKTUBHOCTH

npuHUMaeMbiX Mep. KoHTposb (aHamu3) 3alMIIeHHOCTH 00BEKTa C y4eTOM OCOOCHHOCTEH ero (yHKIIMOHUPOBAHHUS. 4

[lopsimoxk omeHkn Oe30macHOCTH O0beKTa. AHanu3 W OLEHKa (YHKIMOHHPOBAHUS OOBEKTa M €ro CHUCTEMBI
Oe3omacHOCTH. BrIsABICHNE, aHAIN3 U yCTpAaHEHUE HEJOCTATKOB B (YHKIIMOHUPOBAHUU CHCTEMBI. [IpunsaTHe pemenus
110 pe3yJibTaTaM KOHTPOJISl 0 HEOOXOAMMOCTH MOJICPHU3ALIUMHI CUCTEMBI. JIOKYyMEHTHPOBAHUE NIPOILEIyp U PE3yJIbTaTOB




KOHTPOJIA 32 00ecrneueHueM YPOBHs 0€301aCHOCTH 3Ha4YnMoro oobexra KU,

B tom uncne INPAKTHUYCCKUX U J'Ia60paTOpHLIX 3aHATHH

1.Ilpaktuyeckoe 3austue «lIpoBeneHus aHanmm3a 3alMIIEHHOCTH 3HauuMoro obOwekta KWW Ha cooTBercTBHE
TpeOOBAHUAM 10 00ECIIEYCHUIO O€30TTACHOCTHY

2.IIpakTuyeckoe 3aHaTrHe «Pa3paboTka periaMenrta ayauTa 0e3omacHoctr o0bekTa KMy

[TpumepHas TeMaTHKa cCaMOCTOATEIbHOM paboTh! pu u3ydenuu M/IK.01.06:

AHanu3 0aHKa TaHHBIX YIPO3

[TocTpoeHue cBoIHON MaTpHIbl yrpo3 OezonacHocTd HHpopMaru oobexkToB KU

N3ydeHne aHATUTHIECKUX 0030pOB B 00JIACTH ITOCTPOCHUS CHCTEM O€30IMaCHOCTH 3HAYMMBIX 00bekTOB KN

IIpomeskyTounas arrectanus mo M/IK.01.06 B popme 3x3amena

12

Y4yeOHasi NpaKkTUKA pa3aesa 2 MOLYJIs
Buner pabot
[IpoBenenue ayauTa 3allMIIEHHOCTH aBTOMAaTU3UPOBAHHON CHUCTEMBI.

1

2. VYcraHOBKa, HACTPOIIKa M 3KCILTyaTalls CETEBbIX ONEPAI[MOHHBIX CUCTEM.

3. JlmarHocTtuka COCTOSHHS MOACUCTEM 0€30MacHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB PaOOTHI CETEBOW OMEPAIMOHHON CHCTEMBI.

4. Opranuzanus padoT ¢ yajJeHHBIMU XPaHWINIIAMH JTaHHBIX ¥ 0a3aMU JaHHBIX.

5. Opraauzaiys 3alUIeHHON Iepeaun JaHHBIX B KOMITBIOTEPHBIX CETSIX.

6. BrImonHeHHE MOHTaXa KOMITBIOTEPHBIX CETEH, OpraHu3aIsl 1 KOHQUTyprUpOBaHUE KOMIBIOTEPHBIX CETEH, YCTAaHOBIIEHUE U HACTPOHKa
[IapaMeTPOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

7. OcyliecTBIEeHUE TUarHOCTUKNA KOMIIBIOTEPHBIX CETEH, OIpeie]IeHe HEMCIIPABHOCTEN U cOOEB MoACUCTEMbI 0€30IIaCHOCTH M YCTPaHEHUE
HEHCIIPAaBHOCTEN.

8. 3amoiHeHue OTYETHON TOKYMEHTAIIMH 110 TEXHUYECKOMY OOCITYKUBAHUIO M PEMOHTY KOMITBIOTEPHBIX CETEH.

9. Houck u coop oannwvix o KHUU.

10. Paspabomxka aneopummos u mooenei 0 pabomwl ¢ KUU.

11. Uumeepayus KHHU 6 cywecmsyrowjue cucmembol ynpagieHus.

12. Pazpabomka pexomendayuti no ucnonvzoganuro KHH ona onmumusayuu 6usnec-npoyeccos

13. Monumopune pabomwi cucmem ynpasnenus KUU.

14. I[Iposedenue uccuedosanuii 0ns onpedenerus Ippexmusnocmu ucnoavzosanus KU ¢ konkpemnou ompacau™

72

IIpou3BoaCTBEHHAN IPAKTHKA
Bunst pabot:
YyacTue B yCTaHOBKE W HACTPOWKE KOMIIOHEHTOB aBTOMATH3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEM B 3aIIUIIEHHOM MCIIOJHCHHUH B

180




COOTBETCTBHUH C TPEOOBAHMSMH YKCIUTYaTallMOHHON JOKYMEHTAIH

OO6cmyxrUBaHUE CPENCTB 3aLIUTHI THPOPMAIIUHU NPUKIAJTHOTO U CHCTEMHOTO MPOTrPaMMHOI0 00ecTiedeHUs

Hacrpoiika nporpaMMHOro obecneueHus ¢ OO0 IeHHEeM TpeOOBaHMI M0 3a1uTe HHPOPMALUU

Hactpoiika cpeacTB aHTUBUPYCHOMW 3aIIUTHI JAJI1 KOPPEKTHOM pabOThI MPOTPAMMHOT0 00ECTICUCHHSI TI0 3a/IaHHBIM TIa0JIOHAM
HHcTpyKTax nosip3oBaTeneii o codmoaeHnu TpeboBaHmii 1o 3amuTe HHGopMaIuu mpu padboTe ¢ MporpaMMHBIM 00ecrieueHueM
Hactpoiika BCTpOEHHBIX CPECTB 3alIUThl HHPOPMAIMK IPOTPAMMHOI0 00eCIeUeHUS

ITpoBepka HyHKIIMOHUPOBAHUS BCTPOCHHBIX CPEACTB 3aIIUTHI HHPOPMALIUU TPOTPAMMHOTO 00ECTIeUCHHS

CBoeBpemMeHHOE OOHapyKEHHE MPU3HAKOB HAIUYHUS BPEIOHOCHOTO MPOTrPAMMHOI0 00ecreYeHUs

OO6cyXMBaHUE CPEICTB 3AIIUTHI HHPOPMALIMU B KOMIIBIOTEPHBIX CUCTEMAaX U CETSIX

OO6cmyKrMBaHUE CUCTEM 3aIlUThl HH()OPMALIUK B aBTOMATU3UPOBAHHBIX CHCTEMAaX

VYdacTHe B IPOBEACHUH PETIaMEHTHBIX PadoT MO AKCIUTyaTalli CUCTEM 3allUThl HH(POPMAIIMK aBTOMATH3UPOBAHHBIX CUCTEM
[TpoBepka paboTOCTIOCOOHOCTH CHCTEMBI 3aIIUTH HH(OPMAIIUU aBTOMATU3UPOBAHHON CUCTEMBI

KoHTpoib cooTBETCTBHS KOH(PUTYpaIlMi CUCTEMBI 3alUThI HH(POPMAIMKA aBTOMATH3UPOBAHHOM CUCTEMBI €€ SKCITyaTallMOHHOMN TOKYMEHTALuU

KoHTpob cTaOMIIbHOCTH XapaKTEPUCTHK CUCTEMBI 3aIIMTh HHPOPMAIIMK aBTOMAaTU3UPOBAHHOMN CHUCTEMBI

Benenue TexHnuecKoil JOKyMEHTAIMH, CBI3aHHON C SKCIUTyaTalueil CUCTeM 3alUThl UH(OPMAIIMA aBTOMAaTH3UPOBAHHBIX CHCTEM

VYyacTtue B paboTax mo 006ecrneueHnIo 3auuThl HHPOPMAIIMK MPU BBIBOJC M3 IKCILTyaTaIlMi aBTOMAaTU3UPOBAHHBIX CHUCTEM

JK3aMeH o npogecCHOHATbHOMY MOYJII0
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3. VYcnoBus peanuzanuu paboueld mporpamMmbl  MPOQPECCHOHAIBHOTO
MOy

3.1. Jlns peanuzaruu nporpaMmbl TPo(PecCHOHATEHOTO MOTYIIS

IPELYCMOTPEHBI CIEYIOIIUE CIIEHUATbHbIE TOMEIIEHUS:

Peanuzauus nporpaMMbl IpearnonaraeT HaaTudme:
JlabopaTopusi HHYOPMALMOHHBIX TEXHOJIOTUH,
JlabopaTopusi mporpaMMupoBaHus U 0a3 TaHHBIX;
JlabopaTopusi ceTeit U cucTeM nepenayu HHOpMaIuu;
JIaGoparopusi pOrpaMMHBIX U IPOTPaMMHO-ANIapPATHBIX CPEJCTB 3aLUThI
uHbopMaIuu.

3.2. UndopmannonHoe obecriedeHne peaansanuy IporpaMMel

OCHOBHBIE TICUATHBIC U QJICKTPOHHBIC U3aHNA

1. KoctpoB, b.B. Cetn u cucrems! mepepaun uHQOpMAIMH : YYEOHHUK IS
CTYJICHTOB YUYPEXKJEHUM CpPEeHEro MpoQecCUOHATBLHOIO0 00pa3oBaHUsl 10
CHEUaIbHOCTH "OOGecnieueHue MH(}OpMaAITMOHHOU 06e30macHOCTH
aBTroMatu3upoBanHbix cucrem" / b.B. Koctpos, B.H. Pyukun .— 2-¢ wusn.,
nepepad. u gon. .— Mocksa : Akagemus, 2019 .— 288 c. + Tupax 1500 »xk3.
— (IIpodeccuonanbuoe obpazosanue) . — [ISBN 978-5-4468-7764-5

2. Kpapuenko B., 3unoBbeB II., Cemotun W. DOkcryatauus
ABTOMATU3UPOBAHHBIX  (MH(DOPMAIMOHHBIX) CHUCTEM B  3AlMUIIECHHOM
ucrnonHeHuu —Akagemus-2018

3. demunos, JI. H. OcHOBBI 3KCIUTyaTalluid KOMIBIOTEPHBIX CETEH: yUeOHUK ISt
6axamnaspos / JI. H. Jlemuno. — Mocksa: [Ipomereit, 2019. — 799 c.: wi., Tabu1.,
CXEM. — Pexum J0CTyma: o TIOJIITUCKE. —
URL: https://biblioclub.ru/index.php?page=book&1d=576033 (narta
obpamenus: 06.06.2022). — bubnuorp.: c. 750 - 752. — ISBN 978-5-907100-01-
5. — TeKcT: 3JIEKTPOHHBIN.

4. HWudopmalMoHHO-CIIpaBOYHAsI CHUCTEMa IO JIOKyMEHTaM B o0jactu
TEXHUYECKOU 3aiuThl HHQOopMauu www.fstec.ru

5. Hudopmarmonnslit moprai 1o 6ezonacHoctu www.SecurityLab.ru.

6. OOpazoBaTeNbHBIC MOPTAIHI IO PA3TUYHBIM HAMPABICHUSIM 00pa30BaHUS U
temartuke http://depobr.gov35.ru/

7. Poccuiickuii OnomeTpuueckuii moptan www.biometrics.ru

8. Caiit xxypHana Undpopmarmonnas 6e3omacHocTs http://www.itsec.ru

9. Caiit Hayunoii a5iektpoHHoi 6ubnuorekun www.elibrary.ru

10. CnpaBouHo-mipaBoBas cuctema «['apant» » www.garant.ru

11. CnpaBouno-npaBoBas cucrema «Koncynbrant [lmoc» www.consultant.ru

12. ®enepanbHas ciy’)k0a MO TEXHUYECKOMY W IKCIOPTHOMY KOHTPOJIIO
(OCTIK Poccun) www.fstec.ru


http://cat.library.fa.ru/zgate.exe?ACTION=follow&SESSION_ID=6812&TERM=%D0%9A%D0%BE%D1%81%D1%82%D1%80%D0%BE%D0%B2,%20%D0%91.%D0%92.%5B1,1004,4,101%5D&LANG=rus
https://biblioclub.ru/index.php?page=book&id=576033
http://www.fstec.ru
http://www.SecurityLab.ru
http://www.biometrics.ru
http://www.elibrary.ru
http://www.garant.ru
http://www.consultant.ru
http://www.fstec.ru

13. ®epepasbHblii opTan «MHpOpMAIIMOHHO-KOMMYHHUKAIIUOHHBIE

TEXHOJIOTUU B 00pa3zoBaHum» htpp\\:www.ict.edu.ru

14.  denepanbHbiil mopran «Poccuiickoe oOpazoBanue www.edu.ru
JlonoJIHUTENIbHBIE UCTOYHUKHU

1. [Tapteika, T. JI. OnepauuoOHHBIE CUCTEMBI, Cpeabl U OOOJOYKHU:
yueoHoe nocooue / T.JI. Ilapteika, N.U. [TonoB. — 5-e¢ u3x., nepepad. u JOIIL.
— MockBa: OPOPYM: HMHOPA-M, 2021. — 560 c. — (Cpennee

npodeccuonanbHoe oOpaszoBanue). - ISBN 978-5-00091-501-1. - Tekcrt:
anexkTpoHHbId. - URL: https://znanium.com/catalog/product/

2. Kypuaner Chip/Yun: XypHan 0 KOMIBIOTEPHOM TEXHHUKE st
po(heCCUOHATIOB U ONBITHBIX MOJIb30BATENEH;

3. Kypnanst 3ammra wunbopManuu. HWucaiin: MuadopmarmonHo-
METOOUYECKUH KYpHAI

4. Nudopmarnmonnas 0e30macHOCTh PETUOHOB: Hayuno-
MPAKTUYECKUN KypHAI

3. Bonpocer  kubepOe3omacHocTu.  HayuHblil, mnepuoanydecKuid,

MH()OPMAIIMOHHO-METOIUUECKUN KypHal ¢ 0a30BOM crHenuain3anue B
obnactu undopmanmonHou 6ezomnacHoctr. URL: http://cyberrus.com/

6. be3omacHocTh MHGOPMAIMOHHBIX TexHOJoru. llepuogmdeckuit
peueH3upyemblil HayuHsblid xKypHan HUAY MU®U. URL: http://bit.mephi.ru/
7. Ckpunnuk, JI.A. OOmme BONpPOChl TEXHUYECKOW  3alllUThI

unpopmaruu / JI.A. CkpunHuK. — 2-€ u31., ucnp. — Mocksa : HarmonanbHbI#H
OtkpsiTeiit YauBepcurer « MHTYUWUT», 2016. — 425 c. : nn. — Pexxum nocryna:
no noanucke. — URL: http://biblioclub.ru/index.php?page=book&id=429070

4. KoHTposb M OIIEHKA pe3yJbTaTOB OCBOCHUS MPOdeCcCHOHATHHOTO
MOy

Konx n HaumeHoBaHue Kpurepuu ouenku DOopMBI U METOIBI
o0IMX u KOHTpOJISL, B TOM YHUCJIE
npohecCHOHATLHBIX 1o y4eOHOM U
KOMIIETEHIINH MPOU3BOJACTBEHHOMN
dbopMHpyeMBIX B IIPaKTUKE

paMKax MOJTYJIs

IIK 1.1. IlpousBoauts | JleMOHCTpUpOBaTh yMEHUS YCTAHOBKH | TECTUPOBAHUE,

YCTaHOBKY U Y HACTPOMKHU KOMIIOHEHTOB, OLICHKA BBITIOJIHEHUS
HACTPOUKY ABTOMATU3UPOBAHHBIX MPaKTUYECKUX 3a/IaHUH,
KOMITOHEHTOB, (uH(OPMAIIOHHBIX) CUCTEM B OLIEHKA peIIeHUs
ABTOMATU3MPOBAHHBIX | 3AUIUIIICHHOM MCIIOJHEHUU B CUTYAIIMOHHBIX 3a]1a4,
(uHpOPMAIIMOHHBIX) COOTBETCTBUH C TPeOOBAHUSIMU OLIEHKa Ipoliecca U
CHCTEM B 3allMIIEHHOM | SKCIUTYyaTallMOHHON JOKYMEHTAIM! pe3yIbTaTOB

HCIIOJJHCHUU B BBINIOJTHCHUA BHUI0OB



http://www.ict.edu.ru/
http://www.edu.ru/
https://znanium.com/catalog/product/
http://bit.mephi.ru/
http://biblioclub.ru/index.php?page=book&id=429070

Kop 1 HaumeHoBaHHE
o0mux u
npodecCHOHATBLHBIX
KOMIETEHINI
(bopMHpyEeMBIX B
paMKax MOJIYJIS

Kpurepun oneHkun

DopMBbI U METOIBI
KOHTPOJIs, B TOM YHCJIE
o y4eOHOM 1
MPOU3BOJACTBEHHOMN
MpaKTUKE

COOTBCTCTBHHU C

paboT Ha MpaxTHKe,

TpeOOBaHUSIMHU JK3aMEH,
AKCILTYyaTallMOHHON 9K3aMEH 10 MOYJIIO
JOKYMEHTAIIH.

IIK 1.2. [IposiBneHue ymeHus U IPAKTUYECKOTO | TECTUPOBAHHUE,
AJMUHHCTPUPOBATH OTIbITa aIMUHUCTPUPOBAHUS

MIPOTpaMMHBIE U IPOTPaMMHBIX M ITPOTPaMMHO- OLIEHKA BBITTOJIHEHHS
MIPOrPaMMHO- anmnapaTHbIX KOMIIOHEHTOB MPAKTUYECKUX 3aJaHH,
anmaparHbie ABTOMAaTH3MUPOBAHHOM OLICHKA PeIICHUS
KOMITOHEHTBI (uH(OPMAIIOHHOI) CUCTEMBI B CUTYallMOHHBIX 33]1a4,
aBTOMATH3MPOBAHHOW | 3aLIUIEHHOM MCIIOJTHEHUU OLIEHKa Ipoliecca U
(nHGOPMAITMIOHHON ) pe3yabTAaTOB

CHCTEMBI B BBITIOJIHEHHSI BUJIOB
3aIUIIEHHOM paboT Ha MpaKTUKe,
WCTIOJTHEHUH. 9K3aMEH,

9K3aMCH I10 MOAYJIO

I1K 1.3. ObecneunBaTh
OecriepeboiHy 0
paboty
ABTOMATHU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )
CUCTEM B 3aIUIICHHOM
WCTIOJTHCHUH B
COOTBETCTBUH C
TpeOOBaHUSAMHU
AKCIUTyaTalMOHHOM
JTOKYMCHTAIHH.

ITpoBenenue nepeuns padboT o
obecnieueHnIo Gecriepe0oiHOM paboThI
aBTOMAaTH3UPOBAHHBIX
(uH(pOpPMAITMOHHBIX) CHCTEM B
3alUIEHHOM UCIIOJHEHUHU B
COOTBETCTBUU C TPEOOBAHUSIMU
9KCIUTyaTalluOHHOW JOKYMEHTAIH

TECTUPOBaHUE,
OILICHKA BBITIOJIHEHUS
MPAKTUYECKHUX 3aJaHHH,
OILICHKA PEIICHUS
CUTYallMOHHBIX 33]1a4,
OLIEHKa Ipoliecca U
pe3yNIbTaToB
BBITIOJTHEHWSI BUJIOB
paboT Ha MpaKTUKe,
9K3aMEH,

9K3aMEeH [0 MOIYJIIO

[IK 1.4. OcymecTBasTh
MIPOBEPKY
TEXHUYECKOTO
COCTOSTHUS,
TEXHHYECKOe
00CITyKUBaHUE U
TEKYIIUHA PEMOHT,
YCTPaHSATh OTKA3bI U
BOCCTAHABIIMBATh
paboToCIoCcOOHOCTh
aBTOMATHU3HPOBAHHBIX
(uH(MOPMAITIOHHBIX )
CUCTEM B 3aIllUIICHHOM
WCTIOJTHEHUH.

[IposBNATH 3HAHMS ¥ YMEHUS B
MPOBEPKE TEXHUYIECKOTO COCTOSHHSA,
NPOBEJICHUY TEKYIIETO PEMOHTA
TEXHUYIECKOTO 0OCTYKUBaHUS, B
YCTpPaHEHNH OTKa30B U
BOCCTAHOBJICHHH Pab0OTOCIIOCOOHOCTH
aBTOMAaTU3UPOBAHHBIX
(uH(OpPMAIIMOHHBIX) CHCTEM B
3aIIMIIEHHOM UCIIOJIHEHUT

TECTUPOBaHUE,
OIICHKA BBITIOJIHCHUS
MPAKTUYECKUX 3aJaHHH,
OIICHKA PEIICHUS
CUTYaIllMOHHBIX 3a]1a4,
OLIEHKa Ipoliecca u
pe3yNIbTaToB
BBITIOJTHEHWSI BHJIOB
paboT Ha MpakKTUKe,
9K3aMEH,

9K3aMEeH 10 MOIYJIIO




Kox u HaumenoBauie

Kputepun oneHkun

DopMBI U METOBI

o0IIMX U KOHTPOJIS, B TOM YHCJIE
po(hecCHOHATBEHBIX 1o y4eOHO 1
KOMIIETEHINH MPOU3BOACTBEHHOM
(bopMHUpyeMBIX B IIPAKTHKE
paMKax MOIYJISI
OK.01 Bri6upats | - BBIOOp MeTOa U criocoda perieHus HabGmronenue,
CIIOCOOBI pelieHus | mpoecCHOHANBHBIX 3a/1a4 C MOHHUTOPHUHT, OI[CHKA
3aja4 COOIOICHHEM TEXHUKH 0€30MacHOCTH | coAep X aHus MOPTQOIHO
npo¢eCCuOHAITbHON U COIJIACHO 3aJIaHHOW CUTYyaluu; CTyJICHTA.
NS TeLHOCTH, -oneHKa () (HEeKTUBHOCTH M Ka4eCTBa
MPUMEHHUTEITHHO K | BBITIOJIHEHUS COTJIACHO 3a/IaHHOM
pa3IMYHBIM CUTYyaIuu
KOHTEKCTaM.
OK.02 OcymectBasaTh | - 3 HEeKTHBHBINA TOUCK HEOOXOAUMOM WNurepnperanus
MOWUCK,  aHAW3 W | UHPOPMALUH; pe3yIbTaToB
MHTEPIPETAIHIO - nHpopManus, NoAoOpaHHAs U3 Habo1eHu 3a
uHpOpMaIInH, Pa3HbIX UCTOYHUKOB B COOTBETCTBUH C | ACATEIBHOCTBIO
HEOOXOIMMON JUTSL | 3aJJaHHOM CUTyaIuei oOyJarorerocs B
BBIMIOJIHEHUST 3374 IpoIIecce OCBOCHUS
npodeccrnoHaIbHOM o0OpazoBaTenbHON
JESITeIIbHOCTH. IPOTPaMMBbI
OK.03 ITnanupoBath # | - penieHnue CTaHAAPTHHIX U MOHUTOPHUHT U PEUTHHT
pealin30BbIBaTh HECTaHIAPTHBIX POPECCHOHATBHBIX BBITMIOJTHEHUSI paboT Ha
coOCTBEHHOE 3aJ1a4 B 00JIACTH IKCILTyaTalun y49eOHOU 1
npoeCCUOHATIBHOE U | KOMIIOHEHT HOJCHCTEM 0€301MacHOCTH IIPOU3BOJICTBCHHOMN
JMYHOCTHOE Pa3BUTHUE. | aBTOMATU3WPOBAHHBIX CUCTEM; MIPAKTHKE

OK.04 Paboratpb B
KOJIJIEKTHBE H
KoMaH[ie, 3PPEKTUBHO
B3aUMOJICHCTBOBATh C
KOJIJICTaMHU,
PYKOBOJICTBOM,
KJIIMCHTaMH.

- IeMOHCTpaIus COOCTBEHHOM
NEATEIBHOCTH B YCIOBUAX
KOJIJIEKTUBHOM M KOMaHHOH pabOTHI B
COOTBETCTBHUHU C 33JJaHHOM CUTyallUEH;

- IeMOHCTpalus COOCTBEHHOM
NEATEIBHOCTH B POJIU PYKOBOIUTEIS
KOMAaHJIbl B COOTBETCTBUU C 3aJaHHBIMU
YCIOBUSIMU.

[ToaroroBka pedeparos,
JIOKJIaJ0B, COOOIICHUH,
UCTIOJIb30BaHHE
DJIEKTPOHHBIX

HCTOYHHKOB

OK.05 OcymecTBusiTh

- ACMOHCTpalus MO3UTUBHBIX

HaOmronenune 3a

YCTHYIO W | KOMMYHUKATHBHbIX HABBIKOB M HABBIKAME PaGOTHI B
IIMCbMEHHYIO COLMAJILHOW a/1anTaluu

KOMMYHMKAIIMIO Ha rIobaIbHELX,
roCyJapCTBEHHOM KOPIIOPATHBHBIX U
S3bIKE  C  Y4YETOM JIOKaJIbHBIX
0COOCHHOCTEH UH(POPMAITUOHHBIX
COLIMAJIBLHOTO " COTSIX.

KyJIbTYPHOI'O

KOHTEKCTa.

OK.06 [TposBIATE | - IEMOHCTpALMs HHTepeca K Oy ayiiei Habmionenue 3a posbio
IPaKJIaHCKO- npodeccuu; oOyuJaroierocs B
aTPUOTHYECKYIO - IEMOHCTpaIMs HEeJIeyCTPEMIICHHOCTH, | Ipymie; HopTdonno
MO3ULHIO, camMo00pa30BaHMs U CaMOPA3BUTHUSA
JEMOHCTPUPOBATh
OCO3HAaHHOE

IOBCACHHUEC Ha OCHOBC




Kon 1 HaumeHoBaHue
o0mmx u
po(hecCHOHATBEHBIX
KOMIIETEHINH
(bopMHUpyeMBIX B
paMKax MOIYJIS

Kputepun oneHkun

DopMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOACTBEHHOM
MpaKkTUKe

TpaIUILIMOHHBIX

POCCHUMCKHUX JTyXOBHO-

HPaBCTBEHHBIX

IICHHOCTEH, B TOM

qucie C  Y4eTOM

rapMOHU3ALNH

MEKHAIIUOHAIBHBIX U

MEXPEIUTHO3HBIX

OTHOIIICHUIH,

IPUMEHSATh CTaHJAPTHI

AHTUKOPPYNIIMOHHOTO

MIOBEJICHMSI

OK.07 CopnelicTBOBaTh | - IEMOHCTpALMsI KaueCTBA IPUHATHIX JlenoBble UrpsI -

COXpPaHEHHUIO OpPraHU3alIOHHBIX PELICHUH MO/JIeIMPOBAaHUE

OKpY’ Kalollled cpeabl, | - TOTOBHOCTb K YaCTON CMEHE COLIMAIIBHBIX U

pecypcocOepexeHuno, | TEXHOJIOTUil B poecCHOHATbHON po¢eCCUOHATIBHBIX

3¢ (heKTHBHO NEeSATEeIbHOCTH; CUTyaIui.

JelCTBOBATh B | - aHAJIN3 MHHOBALMi B 001acTH

YpE3BbIYANHBIX npoeCCUOHATLHON IeATEIBHOCTH.

CUTYyalLUsX.

OK.08 Hcnonb30Bath | - OlIEHKa COOCTBEHHOTO MpoABIKeHHs, | KoHTponb rpaduka

cpeacTBa (hPU3NYECKOHN | JIMYHOCTHOTO Pa3BUTHSL. BBINOJIHEHUS

KYJIbTYpBI TUIst WH/IMBUIYATbHOM

COXpaHEHUS U CaMOCTOSITEJIbHOM

YKPEIUIEHUSI 3/10pOBBS paboThI 00yJaroIerocs;

B nporecce OTKPBITBIE 3aIUTHI

podecCHOHATLHOM TBOPUYECKUX H

JesTeNbHOCTU u IPOEKTHBIX PaboT

oAJepKaHUS

HE00X0UMOT0 YPOBHS

buznueckoi

OJIrOTOBJIEHHOCTH.

OK.09 Vcnonb3oBaTh | - HCHOJB30BaHUE OCHOBHBIX BUJOB CeMuHapsl yueOHO-

nH(pOpPMaILMOHHbBIE COBPEMEHHOW BBIYMCIUTEIBHON MPaKTHYECKHE

TEXHOJIOTUHI B | TEXHUKU; KOH(epeHIInH.

npodecCHOHATLHON - JKCIUIyaTalus U yCTpaHEHUE Konkypcsl

NESITEIbHOCTH. TUTIMYHBIX BBISIBJICHHBIX J1e()EKTOB npogecCuoHaIHLHOTO
TEXHUUYECKUX CPEICTB MacTepCTBa.
nH(pOpMaTU3ALINY; Onumnuazsl.

- IEMOHCTpalus pe3yIbTaTUBHOMN
NesITeIbHOCTH B 00JIACTH 3KCILTyaTalluu
1 TEXHUYECKOTO COMPOBOXKICHUS
ABTOMAaTU3MPOBAHHBIX CHCTEM




